SECURITY AND COMMUNICATION NETWORKS
Security Comm. Networks 0000; 00
DOI: 10.1002/sec

RESEARCH ARTICLE

Towards a Trust Management System for Cloud Computing
Marketplaces: using CAIQ as a trust information source
Sheikh Mahbub Habib*, Sebastian Ries, Max Miihlhauser, Prabhu Varikkattu

Technische Universitdt Darmstadt/CASED, Telecooperation Group, Darmstadt, Germany

ABSTRACT

Cloud computing enables IT related services in a more dynamic and scalable way than before — more cost-
effective than before due to the economy of scale and of sharing resources. Usually, cloud providers describe
their promised behaviour — regarding functional and non-functional aspects of the service provision — by way
of Service Level Agreements (SLAs). For different providers offering similar functionality, SLAs are often
insufficiently claimable and inconsistent with the aspects considered important by customers. Therefore,
customers face problems identifying a trustworthy cloud provider based solely on its SLA. In order to support
customers in reliably identifying trustworthy cloud providers, we propose a multi-faceted Trust Management
(TM) system architecture for cloud computing marketplaces and related approaches. This system provides
the means for identifying trustworthy cloud providers in terms of different attributes, e.g., compliance, data
governance, information security. In this article, we present the first realization of our proposed TM system
using the Consensus Assessment Initiative Questionnaire (CAIQ), initiated by the Cloud Security Alliance
(CSA), as one of the sources of trust information. In particular, our proposed approach contributes to the
challenge of extracting trust information from CAIQs completed by cloud providers. Finally, our implemented
system and related approaches are experimented using real datasets. Copyright (©) 0000 John Wiley & Sons,
Ltd.
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1. INTRODUCTION

of the consumers worry about who has access to their
data.

Cloud computing offers dynamic, scalable, shared
resources (e.g., computing power, storage, software)
over the internet from remote data centres to users
(e.g., business organizations, government authorities,
individuals). The highly distributed and non-
transparent nature of cloud computing represents a
considerable obstacle for the acceptance and market
success of cloud services. Potential customers (or
consumers) of these services often feel that they
lose the control over their data and are not sure
whether they can trust the cloud providers in offering
dependable services. A recent survey [I], conducted
among more than 3000 cloud consumers from 6
countries, shows that 84% of the consumers are
concerned about their data storage location and 88%
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Consumer concerns can be mitigated by using
preventive measures for privacy (e.g., demonstrating
compliance standards) and security (e.g., secure
hypervisors, TPM based servers). Although cloud
providers demonstrate their preventive measures
by including related descriptions in the SLAs,
compensations and related clauses for SLA violations
are not convincing enough for the consumers,
e.g., service credits [2] merely compensate the
business losses due to SLA violations. In particular,
SLAs with vague clauses and unclear technical
specifications lead the consumers to a decision
dilemma when considering them as the only basis
to identify trustworthy providers.

As the business market is growing rapidly
with new providers entering the market, cloud
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providers will increasingly compete for customers
by providing services with similar functionality.
However, there can be huge differences regarding
the provided quality level of those services as
well as the competencies and capabilities of the
service providers. It becomes more difficult to assess
when intermediary parties such as cloud brokers
and resellers offer add-on services on behalf of
cloud providers, but promise the same level of
competencies and capabilities. Such a diverse and
competitive cloud marketplace [3] needs means to
reliably assess the dependability (or trustworthiness)
of the service providers offering services of good
quality.

Trust and reputation (TR) systems [4] are success-
fully utilized in numerous electronic marketplaces to
support users in identifying dependable and trust-
worthy providers, e.g., on eBay, Amazon, and app
markets for mobile applications. Similar approaches
are needed to support customers in selecting trust-
worthy service providers in cloud marketplaces. Ex-
isting TR systems rely on customer feedback without
considering other sources and roots of information
(e.g., property certificates, compliance with audit
standards, provider statements). Moreover, there
are additional parameters [5] that are required to
support the customers in selecting providers in cloud
marketplaces. Therefore, TR systems have to evolve
into Trust Management (TM) systems — as defined
in [6] — to support the customers in making trans-
parent assessments before selecting dependable and
trustworthy cloud providers.

Contributions

This paper provides the first realization of our
proposed TM system [7] for cloud computing
marketplaces. This system aims to reflect the multi-
faceted nature of trust assessment by considering
multiple attributes, sources, and roots of trust.
It also aims to support customers in identifying
trustworthy services providers, as well as service
providers in standing out. In this paper, we
implement the first instantiation of the T'M system
using the CAIQ (cf. Section as one of the
trust information sources. We contribute to the
approach by extracting trust information from
CAIQs completed by cloud providers. We also
contribute to the implementation of the required
components of the proposed TM system that is
used to assess the trustworthiness of cloud providers
based on the extracted trust information from the
CAIQ. Our implementation includes an intuitive
graphical interface for the cloud providers, allowing
for convenient and faster input than the current
approach (using excel sheet) for filling out the CAIQ.
The graphical interface also allows consumers to
navigate through the different domains and check the
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detailed assessment results under each domain of the
CAIQ. Finally, our implemented instantiation of the
TM system is validated by experimental evaluation
based on the completed CAIQs stored in the public
registry (i.e., CSA STAR [g]).

Contents

The rest of the paper is organized as follows:
Section presents the related work. Section
provides a list of required attributes and properties
of TM systems for cloud computing marketplaces.
Section E| propose the required solutions for trust
management. Section discusses the technical
details of the proposed TM system based on the
CSA CAIQ framework and the system is validated
by experimental evaluation in Section [ Finally, in
Section [7} we present our concluding remarks.

2. RELATED WORK

We classify the current trends and existing
approaches in the field of trust establishment into
two categories: 1) applied technologies and 2)
research trends. The third section discusses research
trends of TM system, which is considered as a driving
element in the field of trust establishment.

2.1. Applied technologies in trust establishment

In this section, technologies that are currently
applied to establish trust on the cloud providers
are presented. These technologies show that various
approaches are available in cloud marketplaces which
can be considered for establishing trust on cloud
providers.

SLAs: In practice, one way to establish trust
for cloud providers is the fulfilment of SLAs. SLA
validation [9] and monitoring [I0] schemes are used
to quantify what exactly a cloud provider is offering
and which assurances are actually met. In cloud
computing environments, customers are responsible
for monitoring SLA violations and informing the
providers for compensation. The compensation
clauses in SLAs are written by the cloud providers
in such a way so that the customers merely gets
the advantage of applying for compensation (e.g.,
service credits) due to SLA violation. This problem
arises from not having standardized SLAs for
stakeholders in the cloud computing marketplaces.
Although, the problem is addressed by an industry
driven initiative [1I] for establishing standardized
SLAs, this initiative is far from completion and
implementation in practice.
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Auditing: Cloud providers use different audit
standards (e.g., SAS 70 II, FISMA, ISO 27001)
to reassure users about their offered services
and platforms. For example, Google lists SAS
70 II and FISMA certification to reassure users
about the security and privacy measures taken
for Google Apps. The audit SAS 70 II covers
only the operational performance (e.g., policies and
procedures inside datacenters) and relies on a highly
specific set of goals and standards. They, however,
are not sufficient in alleviating the users’ security
concerns [I2] and most cloud providers are not
willing to share audit reports, which also leads to
a lack of transparency.

Ratings & Measurements: Recently, a cloud
marketplacdﬂ was launched to support consumers
in identifying dependable cloud providers. Cloud
providers are rated based on a questionnaire
that needs to be filled in by current cloud
consumers. In the future, CloudCommons aims
to combine consumer feedback with technical
measurements for assessing and comparing service-
specific competencies and capabilities of cloud
providers. Furthermore, there is a new commercial
cloud marketplace, SpotCloucﬂ that provides a
platform where cloud consumers can choose among
potential providers in terms of cost, quality, and
location. In this platform, the cloud providers’
ratings are given in an Amazon-like ‘star’ interface
with no documentation on how the ratings are
computed.

Self-assessment Questionnaires: The Cloud
Security Alliance (CSA) proposed a detailed ques-
tionnaire for providing security control transparency
— called the Consensus Assessment Initiative Ques-
tionnaire (CAIQ) [I3]. This questionnaire provides
means for assessing the capabilities and competen-
cies of cloud providers in terms of different attributes
(e.g., compliance, information security, governance).
However, the metrics working group has not yet
provided any proposals for a metric yet (in contrast
to the other working groups of the CSA).

2.2. Research trends in trust establishment

This section presents research-driven state-of-the-art
approaches regarding trust establishment in various
service environments. We classify the approaches
into two schools of thought [I4]: 1) TR models,
which are referred to as “soft trust” mechanisms,
and 2) Trusted computing based approaches, which

*http://beta-www.cloudcommons.com/web/cc/about-
smi
Thttp://www.spotcloud.com/
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can be refereed to as “hard trust” mechanisms. On
the one hand, “hard trust” (e.g., trusted computing)
approaches consider the service platforms ‘trusted’
if the existence of necessary security primitives
is ‘provable’. On the other hand, ‘soft trust’
involves aspects such as intrinsic human emotions,
perceptions, interaction experiences and assumes
that no ‘hard trust’ mechanisms are perfect, no
matter how rigid the design procedures are [15]. A
recent survey [I5] shows that both schools of thought
are important to consider when establishing trust on
cloud providers in marketplaces.

Trust and Reputation models

TR models have been proven useful for decision
making in numerous service environments (e.g., e-
commerce, p2p networks, product reviews) [4] [16].
The concepts have also been adapted in grid comput-
ing [17, [18], cloud computing environments [19, 20],
and selecting web services [2I]. The approaches for
TR-based decision making in different environments
usually do not take multiple attributes (e.g., security,
compliance, data governance) into account. The
approaches proposed by Irfan et al. [17], Wang et
al. [2I], and Pawar et al. [20] for grid computing,
web service, and cloud computing environments re-
spectively are the exceptions in the context of trust
evaluation based on multiple attributes.

Irfan et al. proposed a trust model considering
certificates (i.e., PKI-based) and reputation-based
trust system as a part of an SLA validation
framework. Wang et al. proposed a trust model
that takes multiple factors such as reputation,
trustworthiness, and risk into account for evaluating
web services. These approaches consider SLA
validation as the main factor for establishing trust
on the grid service and web service providers. SLA
validation frameworks can help to identify violations
of service-specific performance parameters agreed
between a consumer and a cloud provider.

The SLA compliance issue has recently been
considered in a trust model [20] proposed in
the context of a cloud-specific project [22]. The
objective of the proposed model is to evaluate
trustworthiness of cloud infrastructure providers
based on the compliance of performance parameters
agreed between providers and consumers via
SLAs. In contrast to [I7, [2I], the trust model
in [20] considers two additional parameters: i)
satisfaction ratings, e.g., when a consumer provide
a rating for the provider and ii) consumer
behaviour, e.g., if a consumer opted to use a
service from a cloud provider independent of
rating that it has provided to the provider.
Considering consumers’ satisfaction ratings together
with expert assessments, self-assessments and
certificate-based assessment are already shown
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essential and practical to evaluate trustworthiness of
cloud providers in cloud marketplaces [7]. In contrast
to approaches [I7), 2] 20], the approach presented
in this paper considers CSA CAIQ assessment
information (combining information from multiple
attributes) to manage trust. Moreover, our approach
focus on heterogeneity of service-specific attributes
whereas the approaches in |21}, 20] focus on multiple
factors or parameters to evaluate trustworthiness of
service providers.

Though the approaches are slightly different, we
argue that our approach and the approach in [20]
are cross-complementary. The additional parameter,
consumer behaviour, can be complimentary to
our approach in the context of user-centric
CAIQ assessment, whereas our approach can be
complementary to [20] for evaluating trustworthiness
of cloud providers before the SLA negotiation phase,
i.e., pre-(service deployment phase).

Trust and Uncertainty: Modelling uncertainty
is especially important in the field of trust and
reputation. There are a number of approaches
modelling the (un-)certainty of a trust value, well-
known approaches are given in [I8] 23] 24, 25]. The
challenge of these approaches is to find good models
for deriving trust from direct user experiences,
recommendations from third parties, and sometimes
additional information, e.g., social relationships. In
particular, those models aim to provide robustness
against attacks, e.g., misleading recommendations,
re-entry, and sybil attacks.

Trust Operators: For trust calculation, the
above mentioned trust models usually provide
operators for combining evidence from different
sources about the same target (namely ‘consensus’)
and for weighting recommendations based on the
trustworthiness of the source (namely ‘discounting’).
These operators are important when deriving trust
based on direct experience and recommendations. In
cloud computing environments, services are hosted
in complex distributed systems. In order to assess
trustworthiness of a complex distributed system
based on knowledge about the trustworthiness of it’s
constituent components and subsystems regarding
different attributes (e.g., security, performance,
customer support), we need additional operators for
the evaluation of propositional logic terms. These
operators are proposed in [26] [27] 28].

Trusted Computing

Apart from the field of trust and reputation models,
there are a number of approaches from the field of
trusted computing designed to ensure trustworthy
cloud infrastructure. Krautheim et al. proposed
a Private Virtual Infrastructure (PVI), which is
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a security architecture for cloud computing and
uses a trust model to share the responsibility
of security between the service provider and
client [29]. Schiffman et al. proposed a hardware-
based attestation mechanism to provide assurance
regarding data processing protection in the cloud
for customers [30]. There are further approaches
such as property-based TPM virtualization [31],
which can be used in the cloud scenario to assure
users about the fulfilment of security properties in
cloud platforms using attestation concepts. However,
in general, attestation concepts based on trusted
computing, e.g., [32], focus on the evaluation of single
platforms, but, not on compositions. Moreover,
several ambiguities arise due to the nature of
property-based attestation mechanism which are
addressed in dynamic trust models (e.g., [33]).

2.3. Research trends of TM systems

The TM systems developed in the last century,
e.g., KeyNote [34], REFEREE [35], IBM Role-
based Access Control Model [36], assumed trust
relationships as monotonic and do not manage
trust considering the notion of learning from the
available information. These systems are useful for
access control decisions, where a service provider
determines what a consumer is allowed to do, but,
not in a scenario where trust is a negotiation process,
e.g., cloud computing. To overcome these problems
in existing TMs, Grandison et al. [37] proposed a
policy-based TM framework that includes notation
for specifying trust and reputation concepts as well
as software tools for analysing and monitoring trust
specifications. The framework does not address the
concept of uncertainty as a part of trust specification
language for specifying trust relationships between
a trustor (consumer) and a trustee (provider).
Modelling and representing uncertainty is important
when trust is assessed between a trustor and a
trustee based on information that is incomplete
or insufficient or derived from unreliable sources.
In our proposed TM system, the underlying trust
metric considers uncertainty of information in
assessing trustworthiness and represent trust under
uncertainty with an intuitive graphical interface. The
proposed TM system is also able to combine (or
aggregate) multi-attribute-based trust derived from
multiple sources and roots under uncertainty.

Our proposed TM system aims to aggregate
and manage trust-related information from different
sources, e.g., user ratings, provider statements,
measurements, property certificates. These pieces
of information are relevant (and often available)
in assessing the trustworthiness (or dependability)
of a cloud provider. The approaches discussed in
Section [2-1] and [2:2] are considered complementary
for managing trust in cloud marketplaces. However,
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the existing approaches are still lacking an unified
approach (i.e., a multi-faceted TM system) to
identify the most dependable cloud provider in
the marketplaces. This paper proposed the first
instantiation of such a TM system by implementing
the Cloud Control Assessment (CCA) tool based on
the CSA CAIQ. This tool aims to deliver trustworthy
assessment of the completed CAIQ and provides a
trust score to distinguish the level of capabilities the
cloud providers possess.

3. TRUST MANAGEMENT SYSTEMS
FOR CLOUD COMPUTING
MARKETPLACES

According to recent literature [6], TM systems
should allow relying parties/entities to reliably
represent their capabilities and competencies of the
underlying systems in terms of relevant attributes.
Such systems should also allow reliant parties
to make assessments and decisions regarding the
dependability of potential transactions based on the
available pieces of evidence. For the latter part,
representational and computational trust models
provide mean for assessing the trustworthiness of
relying parties based on observations and evidence.
In cloud computing, evidence regarding different
attributes are often available from multiple sources
and roots. These multi-faceted requirements need to
be taken into account when selecting trustworthy
cloud providers. Moreover, cloud providers should
also be able to present their system/service
capabilities regarding different attributes (e.g.,
security, compliance, performance) through a TM
system.

3.1. Attributes for Trust Assessment

During the trust assessment phase, multiple
attributes need to be taken into account in
order to ensure reliable decision making in any
application scenario. This is particularly true for
cloud computing environments, where multiple
attributes (e.g., security, compliance, availability)
are important for reliably determining the quality
level of cloud providers. A set of such attributes is
given in a recent publication [5] and in the CAIQ. We
aim to assess the trustworthiness of a cloud provider
with respect to these attributes.

In [5], these attributes (e.g., security measures,
compliance, customer support) are mentioned
without giving detailed definitions. In the CAIQ,
CSA has documented the attributes with detailed
definitions. Additionally, the CAIQ framework
provide means for cloud providers to publish the
capabilities regarding these attributes according to
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the service models (e.g., SaaS, IaaS, PaaS) they
follow.

3.2. Properties of TM Systems

TM systems require specific properties to incorpo-
rate those attributes for establishing trust on service
providers in cloud marketplaces.

Multi-faceted Trust Computation

The computation of trust should consider the
attributes mentioned in [38] and [5], which
refer to the competencies and capabilities of a
service provider in certain aspects. For example,
service providers can be assessed based on
security measures, compliance with audit standards,
performance of a specific service, and customer
support facilities. Considering these attributes in
trust computation introduce further challenges,
which are as follows:

e Multiple attributes: TM systems should
possess mechanisms to aggregate multiple
attributes (cf. Section irrespective of
the types of evaluation methods followed
to evaluate the attributes (e.g., subjective
evaluation of attributes— recommendations or
objective evaluation of attributes— real-time
measurements).

e Multiple sources and roots: The degree of
fulfilment of the attributes can be derived
best when considering information from
all relevant This often requires
considering multiple sources of information
in contrast to relying on a single source of
information. For example, information about
performance attribute may be provided by two
sources— providers and third-party. Moreover,
multiple sources can provide quantitative
and qualitative information that need to
be factored into trust establishment process
and the required information can be derived
from multiple roots. For example, information
about security measures can be based on two
sources with different evaluation methods—
TPM-based remote attestation and customer
feedback. Information collected from multiple
roots and sources might be conflicting as well.
TM systems should be able to aggregate this
information derived from different roots and
sources.

sources.

Trust Customization

It is important to consider the subjective interests
and requirements of the customers when assessing
the trustworthiness of a service provider. Based
on the individual interests and requirements, each
customer will get a local (subjective) or customized
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trust value of a service provider. Subjective trust
values provide means for considering the preference
of each customer in detail. Customers may give
priority to specific sources and roots of trust
information and to specific attributes based on
their interests and requirements. T'M systems should
have specific mechanisms to deliver customized trust
values to the users.

Trust Evaluation

In complex distributed environments, it is important
to evaluate the trustworthiness of a cloud provider
considering the knowledge on the architecture of the
systems and the trustworthiness of its components
and subsystems [39] [28].

Trust Representation

The derived trust values of the cloud providers must
be transparent to and comprehensible enough for the
customers, so that they can easily and confidently
make a trust-based decision. To make the trust
values transparent and comprehensible, customers
need to be supplied with an intuitive representation
of trust along with enough information regarding the
relevant attributes.

Attack Resistance

As soon as the influence of TM systems on the
decision of customers increases, the interests in
manipulating the trust scores of the cloud providers
will grow accordingly, as already seen in other service
environments [40]. A number of different attacks
(e.g., playbooks, proliferation attacks, reputation
lag attacks, false praise or accusation (collusion),
whitewashing (re-entry), sybil attacks) against trust
and reputation systems have been discussed [40].
These types of attacks will also be of concern
when designing trust management systems for cloud
computing marketplaces. Thus, attack resiliency
should be considered during the development phase
of these systems.

4. PROPOSED SOLUTIONS FOR
TRUST MANAGEMENT

This section discusses the solutions that are essential
in developing a T'M system for cloud marketplaces.
An overview of the TM system architecture and
description of its internal components are also
provided where the proposed solutions are applied.

Habib et al.

4.1. Modelling Trustworthiness in Cloud
Computing

The trustworthiness of a cloud provider depends on
the expected behaviour of the services and under-
lying systems with respect to specific attributes (cf.
section . Therefore, modelling the trustworthi-
ness of a cloud provider requires statements on the
expected behaviour of the offered services or systems.
In the following, we give a few examples that show
how those statements can be given in the form of
propositions:

e Security: “Provider B keeps my data confiden-
tial.”

e Latency: “System A responds within 100ms.”

e Availability: “Cloud A provides 99.99% uptime
in a year.”

e Customer support: “Cloud B’s
support is competent.”

customer

In these examples, we see that the propositions
refer to different attributes. Using the operators
(AND, OR), those propositions become the basis
for combined statements in the form of Propositional
Logic Terms (PLT's).

When assessing whether or not a cloud provider
fulfils a particular attribute or a set of attributes,
one usually encounters problems such as incomplete
information, insufficient knowledge about the archi-
tecture of the system or service, or unreliable sources.
Therefore, when modelling trust, one has to consider
that trust relevant information as well as a trust
value derived from this information are subject to
uncertainty. Thus, we propose to model trust as a
subjective probability, which follows the definition
of trust provided in [41].

4.2. Trust Metric: Representation and
Computation

Following the idea of modelling trust as a
subjective probability, we use CertainTrust [42] and
CertainLogic [43] as the basis for a trust metric
in our planned instantiation of the architecture
(cf. Section . In the following, we provide a
brief introduction to the trust representation and
computation that we need to support.

Representation

In CertainTrust (for the full details, cf. [42]), one
models the trustworthiness of an entity based on
opinions that express one’s belief that a certain
proposition (or a combination of propositions) is
true. For example, one could consider an entity to
be trustworthy if it is expected to deliver a certain
service with a pre-agreed quality (or with a pre-
agreed quality and in time). Each opinion is modelled
as a triple of values, o = (t,¢, f) € {[0,1] x [0, 1] X
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Certainty
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Figure 1. CertainTrust: Graphical Interface

[0,1]} where ¢ denotes the average rating, c the
certainty associated with the average rating, and f
denotes the initial expectation assigned to the truth
of the statement.

As shown in our previous publications [42] [43],
the assessment of the parameters can be based
on evidence from past experience, derived from
opinions in subjective logic [26], or derived from a
Bayesian probability distribution. The parameters
can also be derived from expert assessments or
CSA CAIQ assessment (cf. Section . Beyond
providing means for explicitly modelling uncertainty,
the representation provides a graphical interface
(HTI- Human Trust Interface), which supports
intuitive access for users (see Fig. [1)).

Each opinion o = (¢, ¢, f) is also associated with a
expectation value, i.e., a point estimate, taking into
account the initial expectation f, the average rating
t, and the certainty c as follows:

E(tye,f)=txc+(1—c)x f (1)

Thus, the expectation value shifts from the initial
expectation value f to the average rating ¢ with
increasing certainty c.

Computation

Security (Sﬁ Availability 1(A) S AA
8 S ¥ o

Figure 2. Example: Computation of Trust — AND

The evaluation of the trustworthiness of an
entity usually requires operators for combining
opinions from multiple sources. Hereby, Certain Trust
and CertainLogic provide a set of operators. The
operators for deriving trust from recommendations
are called consensus and discounting (cf. [25]
44]). The consensus operator provides means for
aggregating opinions on the same statement from
different (independent) sources; and the discounting
operator provides means for weighting those opinions
based on the trustworthiness of those sources. This
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aggregation can also be optimized to counteract
Sybil attacks [44].

Furthermore, the operators for AND, OR, and
NOT proposed in [28, 43] allow the evaluation
of PLTs under uncertainty. In particular, those
operators provide means for evaluating composite
independent propositions by combining opinions
associated with the propositions. In this paper, we
use the AND (cf. Table |2)) operator for aggregating
opinions derived from the CAIQ (cf. Section [5.1)).
Figure |2[ shows an example to combine an opinion
about the security attribute of a system with the
opinion about the availability attribute of the same
system. We assume that there are mechanisms [39]
43] to evaluate such attributes of a system or a
service and represent the evaluation by means of
opinions [43]. Particularly, those operators have been
shown equivalent to subjective logic and compatible
with the standard probabilistic approach [43].

When the independence cannot be assumed
among the propositions, the above mentioned
operators are no longer sufficient. For instance,
this is the case when one has to combine two
opinions, based on same observation methods by
different sources, associated with a proposition
or propositions (i.e., PLTs). Thus, an additional
operator (i.e., FUSION) is needed. For brevity,
the definition and applicability of this operator for
assessing trust in a cloud marketplace scenario is
omitted but can be found in the technical report [45].

4.3. TM System Architecture

Having introduced the necessary tools for assessing,
representing, and computing trust, in this section, we
propose a novel architecture (cf. Figure [3)) of a TM
system for cloud computing marketplaces. A brief
description of the system’s internal components are
as follows.

Registration Manager (RM): Cloud providers
register through the RM to be able to act as
sellers in a cloud marketplace. They have to provide
system/service specifications related to the service
delivery models (e.g., SaaS, Paa$S, IaaS) they offer
and fill in the CAIQ as a part of the cloud
marketplace policy. The RM forwards the answers
of the questionnaire and system/service description
to the CAIQ engine and TI (Trust Information)
respectively for further processing.

Consensus Assessments Initiative Question-
naire (CAIQ) Engine: The CAIQ engine al-
lows cloud providers to fill in the questionnaire by
providing an intuitive graphical interface through
the RM. The questionnaire helps cloud providers to
represent their competencies to the potential users
with respect to different attributes. The questions
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Table I. Definition of the AND operator
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Figure 3. Architecture Overview

are designed to be answered in ’yes’ or 'no’. All the
answers are stored in the T1 for further processing.
In order to utilize the completed CAIQs in trust
assessment process, we first need to assess the as-
sertions and then, convert the assessment results into
the CertainTrust opinion representation. The CAIQs
assessment is discussed in Section m Experimental
evaluation is performed using the completed CAIQs,
published in the CSA STAR, in Section [G]

Trust Manager (TMg): The TMg allows cloud
consumers to specify their requirements before
assessing the trustworthiness of cloud providers. It
provides a front end to the users for specifying
their requirements. Based on the requirements, the
TMg provides the trust score of cloud providers
by using the Trust Semantic Engine (TSE) and
Trust Computation Engine (T'CE). By default, users

receive the trust value of a cloud provider based
on their completed CAIQ and the assessment of
their underlying services/systems. Otherwise, users
can specify their own preferences (e.g., security and
performance are preferred over customer support),
according to their business policy and requirements
in order to get a customized trust value of the cloud
providers. Users may also choose the sources and
roots of information that need to be taken into
account when computing the trust value of cloud
providers. The TMg should also be able to provide
trust value for every single attribute considered
for the calculation of overall trust value by means
of opinion ((t,¢, f)) representation and graphical
interface (i.e., HTT). In the TM system architecture
(cf. Fig. , the T'Mg is tightly coupled with the T'SE
and TCE to offer the above mentioned features to
cloud consumers.
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Trust Semantics Engine (TSE): The TSE is
able to model which configuration of PLTs are
considered by the consumers to be the expected
(trustworthy) behaviour of a cloud provider. A
default configuration of PLTs should be based on
the CAIQ answers stored in the repository (7T7).
The TSE should be able to convert all trust-relevant
information into PLTs. For deriving PLTs from
system/service specifications, the T'SE integrates the
formal framework proposed in [39]. PLT's can also be
derived from the CAIQ. The approach for deriving
the PLTs is discussed in Section 511

Moreover, this engine supports users in expressing
their preferred attributes as well as the sources and
roots of the information that they choose to be taken
into account. The T'SE should be able to customize
the configuration of PLTs in order to reflect the
users’ preference. Customized PLT's are sent to the
TCEFE for the final evaluation.

Trust Computation Engine (TCE): The TCE
consist of operations related to the operators
(AND, OR, NOT, FUSION, CONSENSUS,
DISCOUNTING), used in PLTs to compute the
corresponding trust values. The TCE is tightly
coupled with the T'SE in evaluating the PLTs and
computing corresponding trust values. The trust
values are archived in the 7TI repository after
computation.

Trust Update Engine (TUE): The TUE allows
for the collection of opinions from various sources
regarding the trustworthiness of cloud providers.
The opinions collected here should be filtered
appropriately so that users may use opinions that are
valid according to their requirements. For example,
spam filtering should be used to eliminate junk
or useless information stored in the T repository.
Moreover, the sources should be authorised before
they are able to provide opinions. The authorisation
process should verify the identity of a source as well
as trustworthiness of it’s underlying platforms. The
filtering of opinions and authorisation of sources are
extremely important to ensure the reliability of trust
assessment process inside the T'M system.

Currently, we have implemented the first instanti-
ation of the system based on the CAI(Q) assessment
for supporting cloud consumers in identifying the
trustworthy providers. In the next subsequent sec-
tions, we describe our approach to assess the CAIQ,
discuss the implementation of our system using the
CAIQ assessment and evaluate the system under
different cases.
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5. CAIQ BASED TRUST
MANAGEMENT

The CAIQ includes 11 domains (e.g., Compliance
(CO), Data Governance (DG)) which are aligned
with the CSA guidelines [46] for moving IT resources
to the cloud. Each of the domains consists of
several controls that resemble specific requirements
to comply with the corresponding domain. There are,
in total, 98 controls under 11 domains in the CAIQ
framework. Each of those controls has one or more
questions that are designed to query about cloud
providers’ capabilities and competencies regarding
different attributes (e.g., audit planning, security
policies, risk assessments). Through quantitative
assessment of cloud providers’ assertions under each
control and domain support consumers to identify
the dependable (or trustworthy) providers in the
cloud marketplaces.

5.1. CAIQ Assessment

Our approach for the CAIQ assessment is based on
the following assumptions. We assume that cloud
providers provide one set of valid answers to the
CAIQ for each of the services they offer and the
answers are stored in the 77 (similar to the CSA
STAR). The CSA is responsible for checking the
authenticity and the basic accuracy of the answered
questionnaires [47].

We propose a two-step approach for assessing the
CAIQ. The approach is detailed as follows:

1. Firstly, the TSE configures the PLTs based
on the CAIQ domains. It means that the
PLT configuration contains 11 operands
(i.e., domains) combined with 10 AND (A)
operators. Conceptually, PLT configuration
appears as follows:
CONDGANFSANHRANISANLGANOP A
RINRM ANRSASA

2. Secondly, for evaluating the PLTs, the
associated opinion (¢,c, f) for each of the
domains is required. The opinions are from the
cloud providers based on the self-assessment
of their security controls according to the
guidance (i.e., CAIQ) of CSA. We model the
answers (i.e., ‘yes’ or ‘no’) in the evidence
space and use the mapping [48] to derive
opinions for every domain under the CAIQ.
We adopted the mapping between evidence
space and CertainTrust opinion representation
from [48] and adjusted it according to the
context of CAIQ) assessment. The mapping is
as follows:
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. 0 ifr+s=0,
N . else .

s

_ N.(r+s) (2)
CTON_—(rts)+N(r+9)
f=0.99

Let us define the variables used in the above
mapping:

e Average rating, t, is calculated based on the
number of positive assertions (i.e., r=number
of ‘yes’ assertions) and the number of negative
assertions (s= number of ‘no’ assertions)
under each domain. If there are no questions
answered with ‘yes’ or ‘no’, t is 0. Otherwise, ¢
is the relative frequency of positive assertions.

e Certainty, c, is calculated based on the total
number of questions, N and the number of
positive and negative assertions under each
domain. The ¢ is 1 when all questions under
each domain (e.g., Compliance (CO)) are
answered “positive” or “negative” assertions
and 0 if none are answered.

The definition of N is adjusted according to
the context of CAIQ assessment. The total
number of questions, N, not only consider
positive and negative assertions but also the
unanswered questions under each domain. We
assume that the unanswered questions can
be of two types: 1) Questions that cloud
providers left out for ‘unknown’ reasons and
2) Questions that are not in the scope of
services (i.e., Not Applicable) offered by the
cloud providers. In order to deal with such
type of questions, we define the IV as following;:

— For type (1), the ‘unknown’ (in short ‘u’)
marked answer(s) to the corresponding
question(s) under each domain are taken
into account. That means, N =r + s+
u.

— For type (2), the ‘Not Applicable’ (in
short, ‘NA’) marked answers under
each domain are not included in the
calculation of N. That means, N = (r +
s+u)—NA

e Initial expectation, f, is set as high for ev-
ery single domain assuming that the cloud
provider release their control information re-
garding different domains via STAR repository
truthfully and accuracy of those information
are validated using CSA’s Cloud Control Ma-
trix (CCM) [38] and CloudAudit [49] frame-
work.

10

Habib et al.

Example

In order to provide an in-depth understanding
of our approach, we illustrate our approach by
means of a quantitative example. Let us apply our
approach (cf. Section for assessing a completed
CAIQ questionnaire. To keep it simple, we apply the
assessment on two domains, Compliance (CO) and
Information Security (IS).

According to the latest version of CAIQ [13], CO
has 16 questions divided under six different controls.
Assume that, cloud provider X’ has answered the
CO domain which are as follows:

Number of positive assertions, r = 11
Number of negative assertions, s = 2

Number of unknown assertions, u = 2
Number of Not Applicable assertions, NA =1
Number of questions, N =15, due to 1 NA
question

Now, using the Equation [2| the resulting opinion
(t,c, f) is as follows:

11
L= gy = 08462
o 15.(11 + 2)
2.(15—(11+2) +15.(11+2) &)
=0.9798
£ =0.99

The corresponding opinion, (¢, ¢, f) for IS domain
can be derived from the given answers by the cloud
provider X’ following the same approach as CO
domain. According to the cloud provider’s given
answers, the resulting opinion for the IS domain is,
(t,e, f) = (1,1,0.99). It means that all the questions
are answered with positive assertions.

Following the first step of our approach, we can
easily construct the PLTs (CO A IS) as described
in Section [£:2] Now the resulting opinions derived
from the given answers provide a basis for evaluating
the PLTs. Cloud provider’s opinion on Compliance
(CO) and Information Security (IS) are combined
using the AND operator (cf. Table [I). The final
opinion on PLTs (i.e., (CO A IS)) means that the
cloud provider ‘X’ expected to be trustworthy (or
dependable) in terms of Compliance and Information
Security controls.

In the next section, we discuss the implementation
of the assessment tool which is used for evaluating
the CAIQ.

5.2. Implementation

The Cloud Control Assessment (CCA) (i.e., instance
of the TM system) tool is developed using Java to
evaluate the CAIQ, answered by the cloud providers.
It has two special features:
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Figure 4. Visualization of CCA tool: Domain

e The tool provides a intuitive graphical (e.g., Compliance) when selected in the nav-

interface for answering questions and supports
interactive visualization of the assessment.
The tool also allows loading of a completed
questionnaire from the CSA STAR. For
evaluating the questionnaire, CCA includes
the features of the TSE (configuring the
PLTs) and TCE (definition of the operators
(e.g., AND)) component as described in
Section to factor the CAIQ assessment
into a trust score (i.e., expectation value, F)
as well as an opinion representation. This
assessment tool is the first realization of
the TM system (cf. Section for cloud
computing marketplaces.

The graphical interface (cf. Figure@and Figure [5)
of the tool has three panels and a menu bar:

1. Navigation Panel: This panel has tree-like

structure to display and navigate the users to
the CAIQ domains, their controls and control-
specific questions.

Description and Input Panel: This panel pro-
vides a description of each of the domains

igation panel. Moreover, the control questions
are displayed with their corresponding options
(i.e., ‘yes’, ‘no’, ‘unknown’ and ‘NA’) when a
particular control (e.g., Independent Audits)
under a domain is selected in the navigation
panel. These four options are given as radio
buttons to allow faster input from the users
(i.e., cloud providers) compared to the current
approach (manual input in a Excel sheet)
designed by CSA.

Display Panel: This panel displays results and
progress or status by means of a graphical
interface (i.e., CertainTrust HTI) and status
bars, respectively. The HTI shows the opinion
(t,c, f) and the corresponding expectation
value (E) in a special panel on its left. The
status bars are introduced for monitoring
the progress of the assessment interactively.
On the one hand, it provides the cloud
consumers a summary of the assessment
based on the assertions provided by the
cloud providers. On the other hand, cloud
providers are able to monitor their progress
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Figure 5. Visualization of CCA tool: Control Question

and corresponding opinion, represented in
numerical and graphical interface based on
given assertions.

4. Menu bar: The bar includes ‘Save’ and ‘Load’
functions which are extremely important for
such a lengthy questionnaire (197 questions).
To respond to 197 questions under 11 domains
is quite a cumbersome task. Keeping that
problem in mind, we developed the tool in
such a way so that the cloud providers can
save their undone tasks while filling the
questionnaire and load them aat a more
convenient time. The load function is also
essential for our evaluation phase. We use this
function to load the answers given by the cloud
providers in the STAR repository.

6. EXPERIMENTAL EVALUATION

We evaluated our system (i.e., CCA tool) using
three cases (i.e, best, practical, customised). For the
best case, it is assumed that the cloud provider
‘X’ provides all positive assertions when filling out

12

the CAIQ. In the practical (or real-world) case,
we use assertions from the cloud-based service
providers published in the STAR hosted by CSA.
For the customised case, we assume that the
customers might have individual preferences on
selecting domains (e.g., CO, DG, SA) when assessing
the capabilities of cloud providers. The CCA tool
provides customised trust values of cloud providers
based on the customers’ selections of CAIQ domains.
Apart from these cases, there can be a worst
case where a cloud provider might leave all the
questions unanswered or answer all the questions
with negative assertions. This particular case is
assumed to be unrealistic as the cloud provider is
not going to engage herself in such a practice as
might lower their reputation in the marketplace. One
might think of a case in which a cloud provider
could be impersonated by another malicious entity
providing falsified information in order to hamper
the provider’s reputation. We assume CSA as a
trusted third party that checks the authenticity of
the submissions as well as of the cloud providers
and accuracy of the contents before publishing in the
public registry (i.e., CSA STAR).
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Table Il. Cloud Control Assessment for Cloud 'X': Best case

Domains r s u NA N Resulting Final

Opinion Assessment
(t,c f) (t,c, f); B

CcoO 16 | 0 0 0 16 (1,1,0.99)

DG 16 0 0 0 16 (1,1,0.99)

FS 9 0 0 0 9 (1,1,0.99)

HS 4 0 0 0 4 (1,1,0.99)

IS 7|0 0 0 75 (1,1,0.99)

LG 4 0 0 0 4 (1,1,0.99) (1,1,0.8953); E=1

oM 9 0 0 0 9 (1,1,0.99)

RI 14 | 0 0 0 14 (1,1,0.99)

RM 6 0 0 0 6 (1,1,0.99)

RS 12 | 0 0 0 12 (1,1,0.99)

SA 32 |0 0 0 32 (1,1,0.99)

1. Best case: Table [[] shows the positive

assertions in the evidence space and their
resulting opinions (¢,c¢, f) using Equation
The last column of the table shows the final
assessment based on the aggregation of all
resulting opinions using the AND operator.
The final assessment is given in opinion
representation (t,c, f) and expectation value
(F). In the final assessment one can
see how the AND operator affects the
initial expectation, f. It holds 0.99 (high
expectation) for every single domain whereas,
for all domains, it holds 0.8953, as all the
information related to controls has to be true
simultaneously.

. Practical case: The STAR repository has
several sets of completed questionnaires from
different cloud providers [§]. We choose two
sets of CAIQs completed by Cloud ‘A’ and ‘B’
to evaluate our approach. The identities of the
cloud providers are anonymized due to STAR’s
usage restrictions. At present, the STAR
repository does not classify the completed
CAIQs according to the types (e.g., SaaS,
PaaS, TaaS) of services offered by the cloud
providers. Thus, we assume that Cloud ‘Y’ and
Cloud ‘Z’ are similar to the providers (Cloud
‘A’ and ‘B’ respectively) in terms of service
types. They completed the questionnaire and
published the answers in the STAR.

Table [[Tl] and Table [[V] present a summary
of the assertions and the corresponding
resulting opinions based on the completed
questionnaires stored in the STAR. According
to the final assessment (i.e., CAIQ) assessment)
given in Table m and Table m cloud
consumers can easily identify the trustworthy
(or dependable) provider (in this case, Cloud
‘A’). The expectation value of Cloud ‘A’
is much higher than that of Cloud ‘Y’.

This means that the Cloud ‘A’ is more
dependable than the Cloud ‘Y’ in terms of
control competencies and capabilities. Hence,
the cloud consumers choose Cloud ‘A’ based
on the expectation value (F) in this case.
We also have to note that in addition
to the expectation value, the certainty (c)
value is a good indicator of whether the
aggregated average rating (t) is supposed to
be representative or whether further analysis
is required. If consumers need further analysis,
they can browse each domain individually
(using our CCA tool) for comprehensive
assessment of the security controls released by
the cloud provider(s).

In Table [V] and Table [VI, we present the
final assessment for Cloud ‘B’ and Cloud
‘7', respectively. Cloud consumers follow the
same approach as described above to identify
the most trustworthy (or dependable) cloud
provider (Cloud ‘Z’) based on the assessment
of their security controls.

3. Customised case: Table [VIIl and Table [VIIII
reflect customer’s preferences when selecting a
dependable and trustworthy security services
provider in the cloud marketplace. We assume
that, in particular, customers particularly
prefer CO, DG, FS and IS domains for
the required service provisioning. We test
the customised case on the completed CAIQ
by Cloud ‘A’ and Cloud ‘Y’. We observed
notable changes in the opinion values as well as
expectation values for both providers compare
to the values in Table [[IIl and Table [Vl
The customisation feature in the CCA tool
makes the assessment more user-centric than
the existing excel-based tool available on the
CSA website. This particular case shows that
different customers can get different trust
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scores of the same cloud providers based on
their preferred domains.

Limitations

Although, our system reliably evaluates trustwor-
thiness of cloud providers based on the CAIQ as-
sessment, there are few limitations that need to be
mentioned. Firstly, the cloud providers’ completed
CAIQs in the STAR repository are not classified
according to the types of services. Hence, we use
synthetic datasets (e.g., Cloud ‘Y’ and Cloud ‘Z’)
to compare the CAIQs from the STAR to show the
validity and applicability of our approach. Secondly,
we found inconsistencies in the completed CAIQs,
e.g., left out the assertions (yes/no/NA), completing
the questionnaire only providing comments but no
assertions. Currently, our approach is able to assess
partial inconsistency (e.g., classify left out answers as
‘unknown’), but, not able to assess comment-based

CAIQs.

7. CONCLUSIONS

The business market of cloud computing is
growing rapidly. New cloud providers are entering
the market with huge investments and established
providers are investing millions into new data
centres around the world. On the one hand,
cloud providers need means to stand out in
the marketplaces. On the other hand, it is
extremely difficult for cloud consumers to identify
trustworthy (or dependable) cloud providers in these
marketplaces. In order to support cloud providers
as well as consumers, we proposed a multi-faceted
TM system for cloud computing marketplaces.
The TM system not only allows cloud providers
to present their competencies and capabilities
regarding multiple attributes by means of a self-
assessment questionnaire (i.e., CAIQ) but also
supports consumers to determine trustworthy cloud
providers based on CAIQ assessment. According to
the T'M system architecture presented in Section[4.3]
assessment information can be derived from multiple
sources regarding multiple attributes.

In this article, we present the first realization
(CCA tool) of the TM system using CAIQ as one
of the sources. The system includes our novel trust
metric (CertainTrust and CertainLogic) in order
to extract opinions from provider-supplied pieces
of evidence (assertions to the CAIQ domains) and
combine these opinions to assess trustworthiness of
cloud providers. The system is validated using the
CSA STAR datasets. Moreover, our proposed system
includes an integrated graphical input interface.
The proposed interface is designed to support the
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cloud providers to answer the control questions more
conveniently than the existing excel-sheet based
interface. The system also offers an intuitive and
interactive navigation and comprehensive display
interface for the consumers to analyse the assessment
results. To the best of our knowledge, the CCA
is the first-ever tool that automates the CAIQ
and provides the basis to determine trustworthy
(or dependable) cloud providers. We believe that
the proposed tool not only lowers the entrance
barrier for cloud providers but also ensures intuitive
and seamless access to providers’ competencies and
capabilities for the consumers.

Future Work

We are currently working on mechanisms to derive
opinions from other available sources (e.g., con-
sumers’ feedback, TPM-based attestation) in order
to validate the CAIQ assessment. Additionally, we
are performing experiments in the context of CAIQ
assessment considering consumers’ preferences in
selecting reliable sources of opinions. Consumers’
behaviour in selecting trustworthy cloud providers
independent of rating are considered as an effective
parameter to calculate trustworthiness in [20]. Thus,
integration of such a parameter in our approach
remains as a future work. In order to protect the TM
system against attacks, we will also focus on design-
ing attack models and their mitigation approaches
as a part of our future work. Nevertheless, practical
incentive mechanisms need to be integrated in the
proposed system to encourage bigger portion of cloud
providers to complete the questionnaire. Hence, we
will investigate the existing incentive mechanisms in
the area of trust management in order to develop a
suitable one for our system.
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Table VI. Cloud Control Assessment for Cloud

‘Z': Practical case

Domains r s u NA N Resulting Final

Opinion Assessment
(tvc7 f) (tv C,f);E

co 4]ofo 2 14 (1,1,0.99)

DG 15 1 0 0 16 (0.9375,1,0.99)

FS 9 0 0 0 9 (1,1,0.99)

HS 4 0 0 0 4 (1,1,0.99)

IS 71 1 0 3 72 (0.9861,1,0.9861)

LG 2 0 0 2 2 (1,1,0.99) (0.5911,0.9997,0.8953);E=0.5912

oM 5 0 0 4 5 (1,1,0.99)

RI 12 1 0 1 13 (0.9231,1,0.99)

RM 4 1 0 1 5 (0.8,1,0.99)

RS 10 1 0 1 11 (0.9091,1,0.99)

SA 20 1 1 10 22 (0.9524,0.9957,0.99)

Table VII. Cloud Control Assessment for Cloud ‘A’ (anonymised): Customised case

Domains r s u NA N Resulting Final
Opinion Assessment
(t,e, f) (t,c, f);E
co 6]0]o0 0 16 (1,1,0.99)
DG 15 1 0 0 16 (0.9375,1,0.99)
’ 0.911,0.9862,0.9606);E=0.9116
FS 7 0 2 0 9 (1,0.9403,0.99) ( ? ’ )s
IS 72 2 0 1 74 (0.973,1,0.99)
Table VIII. Cloud Control Assessment for Cloud ‘Y’: Customised case
Domains r s u NA N Resulting Final
Opinion Assessment
(t,c f) (t,c, f);E
cO 15 1 0 0 16 (0.9375,1,0.99)
DG 15 1 0 0 16 (0.9375,1,0.99)
. 2,0. . ;E=0.854
FS 710 2 0 9 | (1,0.9403,0.99) (0.8532,0.987,0.9606);E=0.8546
IS 72 2 0 1 74 (0.973,1,0.99)
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