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Abstract—This paper describes CARDEMO, a Traffic Man-
agement System (TMS) designed to assist TMS operators. The
CARDEMO prototype applies an emergency response model to
the city of Dublin, Ireland, and suggests a set of security controls
for protecting critical assets (e.g., hospitals, schools, banks) from
unexpected and harmful events that may occur in the city. Given
an emergency situation, the system collects information about
the amenities and traffic lights in the area, and uses the response
model to recommend a set of security controls to mitigate possible
threats.

I. INTRODUCTION

Effective response to emergency situations reduces the loss
of life and damage to property due to natural and man-made
disasters. Most countries have guidelines for emergency traffic
control and scene management, see e.g., [1]. These guildlines
rely on the scene assessment provided by first responders upon
arriving to the incident scenes. Thus, there is a delay in the
response to incidents.

There is a tangency towards connecting traffic lights to
central command systems. For example, the city of Dublin,
Ireland, has a system that communicates with the traffic
lights of the city and it provides information about the traffic
lights, the cameras that operate in the city, and the Points Of
Interest (POIs) such as banks, schools and restaurants. This
information could help to improve the response to emergency
situations by helping to route the traffic and support evacuation
activities [2].

We developed at Lero1 CARDEMO [3]: a Traffic Manage-
ment System (TMS) prototype that makes use of the data to

1The Irish Software Engineering Research Centre (www.lero.ie).

provide services for several types of users: everyday users,
public servants and TMS operators. The system offers among
other services evaluating emergency response advices. This
service aims to support TMS with having early decisions about
response to incidents.

This paper demonstrates a cyber-physical system that uses a
requirements-driven approach [4] to advice about the response
to emergency situations. The paper is organized as follows.
Section II provides an overview of goal-based adaptive secu-
rity. Section III describes the emergency response model that
we propose. Section IV describes the CARDEMO application
and a demonstration scenario. Section V concludes the paper.

II. OVERVIEW OF GOAL-BASED ADAPTIVE SECURITY

Maintaining security goals requires applying effective secu-
rity controls able to protect critical assets from harm. Salehie
et al. [4] proposed a requirements-driven approach that uses
a Fuzzy Causal Network (FCN) [5], [6] to analyse the con-
sequences of assets and context changes on the security risk
and the satisfaction of security requirements. This approach is
based on the following steps.

Modelling the security concerns together with the system
requirements. A KAOS goal model [7] is used to represent
functional and non-functional requirements and a threat model
(anti-model [8]) to represent threats and attacks. The goal
model explicitly represents security goals and associated vul-
nerabilities. In particular, security goals can be associated with
security controls, which can mitigate modeled vulnerabilities.
An asset model represents assets to be protected and their



Fig. 1. Goal model of the emergency response system.

relationships. Assets are linked to the security goals and threats
aimed to protect and harm them, respectively.

Configuring the FCN. The FCN is generated from the asset,
threat, and goal models designed in the previous step. Each
node of the FCN is associated with a security concern and has
a specific semantics. For example, a node associated with an
asset represents its value. The links of the network identify
positive and negative causal relationships among security
concerns. For example, a link between a security control and
a vulnerability indicates how the security control reduces the
likelihood of that vulnerability to be exploited. The FCN
explicitly represents the impact that assets and other contextual
factors can have on the system requirements and the security
concerns. Therefore, it is used at runtime to estimate the
security risk in specific situations (e.g., when assets or context
change) and evaluate the utility of all possible configurations
of security controls.

The rest of the section describes how the approach by
Salehie et al. [4] has been adopted in this paper to support
effective response to emergency situations.

III. PROPOSED EMERGENCY RESPONSE MODEL

Response to emergency situations requires making decisions
about the best actions to take to mitigate potential threats
that may arise after undesired events, such as fire, shooting,
explosion, looting, which may cause potential harm to the
amenities (e.g., banks, hospitals, and schools) and persons
placed in their vicinity. The approach proposed by Salehie
et al. [4] allows us to relate assets (i.e. amenities) to po-
tential threats and security goals. Threats can be discovered
after emergency acquisitions; security goals are satisfied by
applying security controls (i.e. emergency response). More
precisely, the asset model is adopted to represent the amenities
located in the area in which an undesired event took place.
The goal model is used to represent the security requirements
necessary to protect the amenities, and the vulnerabilities to
be mitigated. The threat model represents the threats that can
harm the amenities placed in the vicinity of the area where
an undesired event took place. Threats are also decomposed
into concrete attacks that can be performed by an offender to
achieve them. The FCN generated from these models is used to



Fig. 2. Traffic lights in Dublin, Ireland.

estimate the security risk after an undesired event takes place
and to identify the most adequate emergency response. This
is expressed in terms of a configuration of security controls
that minimise the security risk and maximise the satisfaction
of the system requirements.

Figure 1 depicts the goal model of the scenario adopted in
this paper.2 The TMS must guarantee regular vehicle access
and–at the same time–must ensure the security of each road
segment (goal ProtectRoad). To protect a road segment it is
necessary to protect the buildings placed in it and the car
passengers who are traversing the road (goals ProtectBuilding
and ProtectPassengersT). The buildings can be protected by
blocking the road, calling the police or changing the phases
of the traffic lights regulating access to the road segment (se-
curity controls BlockRoad, CallPolice, and TurnRedLightOn,
respectively). The security controls that can be enabled to
protect the passengers are CallPolice, TurnRedLightOn, and
WarningDriver. The latter corresponds to warning the car
drivers using road panels, or radio/TV alert messages. Existing
vulnerabilities, such as road accessibility and congestions can
facilitate potential attacks, such as looting, arson and shooting.
The weights assigned to the links between security controls
and vulnerabilities indicate the effectiveness of a security
control in mitigating the target vulnerability. While the weights
of the links between security controls and goal RegulateVehicle
Access indicate how negatively a security control affects the
satisfaction of that goal. Assigning weights require domain
knowledge that may come from domain experts and existing
evidence–e.g., statistical data [4]. They shall be tuned using

2The asset model and threat model for our demonstrator are simple and
their main entities are included in the goal model.

sensitivity analysis based on the model output for provided
inputs.

The FCN reasoning mechanism computes the value of
each node depending on the value of its incoming nodes by
using aggregation functions defined based on T-Norm and T-
Conorm. A binary search algorithm is enabled by using the
Z3 SMT solver [9] for identifying a configuration of security
controls that provides the best utility, that is, maximizes the
satisfaction of security goals and minimizes the security risk
and the negative impacts that security controls have on the
satisfaction of other non security goals.

IV. OVERVIEW OF CARDEMO AND DEMONSTRATION
SCENARIO

CARDEMO is built using the service-oriented architecture.
The implementation uses Mule ESB [10], an Entreprise Ser-
vice Bus (ESB) software architecture. The CARDEMO offers a
set of basic features, such as routing services, viewing of POIs,
viewing of traffic condition, and viewing of traffic lights. Thus,
it is possible to potentially use the services of the CARDEMO
for other applications.

The application is depicted by Figure 2, which shows the
traffic lights located in Dublin. By clicking on a specific
traffic light, a TMS operator can modify its configuration (e.g.,
number of phases and duration of a phase). The Graphical
User Interface (GUI) allows to report emergency situations
that occur in the city, such as car accidents, fires, protests,
and robberies. Response to emergency situations is among
the services offered by CARDEMO, which aims at assisting
TMS operators in making decisions about the response to
these events and reduce their impact. This service suggests



Fig. 3. Output of the recommendation service.

to the TMS specific actions, such as change the traffic light
sequences, call the police, block a road.
Scenario. Let consider a event reported (via the Web interface)
along with the area where it occurred as depicted by Figure 3.
The event is marked by a triangle and the area is marked by
a green circle. As a response to this event, a TMS operator
invokes the recommendation service by clicking on the button
“Give me advice.” The blue rectangle represents the area in
which the operator thinks it is relevant to act on. The service
evaluates the model using data it extracts from other services
of CARDEMO such as identification of amenities and traffic
lights in the area and displays on the left-hand side of the Web
interface a set of actions that shall be performed. They are in
the case of this experiment: turn off a traffic light (through the
interface presented in Figure 2), call the police to dispatch a
patrol and also to block the road and request for TV and radio
warning services.

V. CONCLUSION

Given an emergency situation, CARDEMO collects informa-
tion about the amenities and traffic lights in the area, and uses
an adaptive response model to recommend a set of controls
to mitigate possible threats. The model is based on weights
which should be adjusted in order to provide valid advices
using e.g., TMS experts opinions.
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