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Abstract—There is increasing interest in cryptographic verifia-
bility in remote electronic voting schemes. Helios is one example
of an open-source implementation. In previous work, we proposed
an improved version of the original Helios interface in version
3.1 for vote casting and individual verifiability. We now test this
interface in a mock mayoral election set up with 34 users. Users
are given instructions and fill out questionnaires before and after
the vote casting process. Data on mouse movements and time
is collected and a modified helmet with eye tracking lenses is
used to capture eye movement data. The study shows that the
interface is easy to use while people have difficulty understanding
the motivation for and the concept of verifiability.

I. INTRODUCTION

Internet voting has for many years attracted the attention of
the general public, election officials and security researchers
among others. Remote internet voting systems have been used
in actual elections for a couple of years in some countries on
different levels like in Estonia and Switzerland. Those election
officials that enable remote e-voting rarely use verifiable voting
protocols proposed by the security community, instead opting
for black box systems which need to be trusted.

There is a move towards using cryptographically verifiable
schemes to enable voters and the public verify that votes are
cast as intended, stored as cast (both constitute individual
verifiability) and tallied as stored (universal verifiability). This
is as a result of changes in legislature, for example in Germany
[1], as well as a push by the general public. There already exist
very promising cryptographically verifiable voting schemes,
like Helios [3] and Civitas [7]. While security analyses of these
schemes have been undertaken, their usability and practicabil-
ity has in the past been neglected. The core of our research
is making verifiable remote e-voting systems user friendly,
practical, and understandable. We focus on the Helios voting
system as it has been implemented including user interfaces.

In previous work, [12], we carried out a usability analy-
sis of Helios using the cognitive walkthrough approach and
concluded that the Helios interface is not yet ready for use by
average voters. Specifically, the individual verifiability process
is long and tedious and may result in a voter either not verify-
ing their vote, or failing to complete the vote casting process.
We proposed new interfaces to improve the usability of the
vote casting and individual verifiability process. Our focus is
on the cast as intended aspect of individual verifiability. This

is most important as all other steps can be done by an external
party without breaking election secrecy.

In this paper we present the findings of a preliminary user
study undertaken to evaluate the proposed new interfaces for
Helios. The election is a mock mayoral election in Darmstadt,
Germany. We present related work (Section II) and later briefly
introduce Helios version 3.1 before discussing the suggested
improvements (Section III). The methodology and details of
the user study are next (Section 1V), and the results are pre-
sented and analysed thereafter (Section V). General findings
deduced from the results, conclusions and future work are
proposed in Section VI. The appendices contain screenshots
of the interfaces, user instructions, and the questionnaires.

II. RELATED WORK

A few studies on the usability of e-voting systems have been
undertaken. Non-remote and non-verifiable e-voting systems
have been analysed for example in [4], [8], [9] and [10]. The
usability of verifiable e-voting devices used in polling stations
has been of interest e.g. in [15], Prét a Voter is analysed, and
in [13], DualVote. In [2] and [11], voting systems providing
voter verifiable paper audit trails have been analysed regarding
their usability and corresponding analysis has been undertaken
for ballot scanning techniques in e.g. [6]. The usability of
Helios version 1.0 has already been assessed in [14]. There the
authors set up a mock student government election, and had
twenty voters participate to verify and cast a vote. They found
that the Helios version 1.0 user interface was not user friendly.
We used their results for improving the interface in [12] and
extended their questionnaire for the study we conducted.

III. HELIOS VOTING SYSTEM AND IMPROVED INTERFACES

Helios is an open-source, cryptographically verifiable re-
mote electronic voting system implemented and presented by
Ben Adida [3]. It is currently available in version 3.1'. It
requires that a voter’s web browser has Java Script enabled.
Communication is secured by SSL and voter authentication is
secret-based.

Ballot preparation and casting is based on Benaloh’s Simple
Verifiable Voting Protocol [5] and Benaloh’s challenge. Ballot
preparation is separate from ballot casting which allows any
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interested party (and not only voters) to view and fill out a
ballot for an election. Their vote will be encrypted (locally)
and the system commits to this encryption by creating and
displaying a hash of the ciphertext (the so called verification
code). One can then choose to verify this vote, to ensure
that it has been encrypted correctly and thus verify the step
‘cast as intended’. When the voting system is challenged,
an independent entity receives the plaintext and the random
value used for encryption. This entity generates the ciphertext
on its own as well as the corresponding hash value. This is
displayed together with the plaintext vote. The user needs to
verify whether this matches the actual candidate selected and
the earlier displayed verification code. Once a vote is verified,
it has to be re-encrypted to ensure voter privacy.

This process can be repeated an arbitrary number of times.
Once satisfied with the correctness of the encryption, the voter
can proceed to finally cast their encrypted vote?. Here the voter
is authenticated and their vote captured. Note, obviously, this
last step is possible only for authorized voters. In the context
of usability and understandability it is relevant to note that one
cannot cast a verified vote. The verification code belonging to
the vote that is cast cannot be used to verify that the vote
has been cast as intended (i.e. properly encrypted), while it
can be used to verify that the vote has been stored as cast.
This can be done by the voter (or someone on behalf of the
voter) visiting the election web page at the end of the election
period where all verification codes of cast votes are displayed.
Further techniques implemented to verify that all stored votes
are properly tallied are not discussed here because we focus
only on the ’cast as intended’ step in our study.

In [12], we carried out a cognitive walkthrough on version
3.1 of Helios. Based on our findings we proposed improve-
ments to the Helios interfaces and processes while assuming
a different setting from the one provided by the Helios web
page. This includes using postal mail instead of email to
distribute voting credentials®, running only one election which
makes the reference to particular election IDs unnecessary,
and integrating several different institutions to handle the
verification. Fig. 1 shows the individual verifiability process
in the original version and Fig. 2 in our improved version to
give the reader an idea of this work.

We made several general usability improvements like in-
tegrating back and forward buttons in the interface and im-
proving the menu bar, e.g. in Fig. 12 and utilising consistent
wording. In addition, we suggested the following: The election
letter contains a URL for the voter to directly access the vote
casting website while in the original version, the voter would
click a link in the email and first be directed to a web page
with potentially confusing instructions. In addition, the letter
contains SSL certificate information of the voting server as
well as of the institutions’ servers accessible for verification

>The idea is that the Java Script never knows whether voters opt for
verifiability or not and therefore need to behave properly.

3 Assuming a reliable postal mail system, this is a secure way of distributing
login credentials as average email systems without encryption can easily be
compromised. Users may also be more familiar with this approach.
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purposes (see Fig.10). We modified the text in the letter and the
instructions on all interfaces and in particular on the first page
(refer to Fig. 11). The main contribution is the simplification
of the verification process (compare to Fig. 1 and Fig. 2). In
this context we also proposed to shorten the verification code
and improved the instructions in particular by explaining the
purpose of this verification code, what exactly needs to be
compared, and that it changes after the voter verifies their
vote due to privacy issues (refer to Fig. 13). Finally, the
confirmation and authentication process has been simplified
(refer to Fig. 14) and the final page provides instructions for
the next step to verify whether the vote has been stored as cast
(refer to Fig. 15).

IV. EVALUATION OF THE IMPROVED HELIOS INTERFACES

The main purpose of the user study was to evaluate whether
the vote casting and the individual verification step in terms
of cast as intended was user friendly and whether all voters
who want to verify are able to do so.

The election used is a mock mayoral election in Darm-
stadt. The questionnaires and interaction with the voters were



originally in German and are translated into English, whereas
the screen interfaces proposed in [12] were translated from
English to German. We integrated several institutions namely
the Federal Agency for Security in Information Technology
(BSI), our university, our security research institute (CASED)
and the TUV-IT as we assumed these would be more familiar
to the participants. In addition, the option for self-verification
based on the provided data was not made available as voters
were most likely not able to write their own verification
program in the short time given. The final page has been
modified as we only test the cast as intended aspect of
individual verifiability.

The interfaces were re-written from scratch as a server-side
web application because it was easier to implement the desired
changes including extensive logging of the users’ actions, since
every page in the voting system was fetched from the web
server. The original look and feel was retained. However, the
server side logging does not provide information regarding
people having printed or saved the verification code on the
computer. To ensure quality of the implementation and the
interface design, several versions were evaluated in small pre-
tests before the study started.

We opted for a lab test as opposed to a field study so as to
have full control over the test environment. Additionally, the
setup of a laboratory study allowed us to collect additional
data, like videos with eye-tracking, and thereby gave a deeper
insight into the usability of Helios and into the users’ under-
standing of verifiable e-voting. The lab used was a room set
up with a computer for the user to cast their vote and answer
a web-based questionnaire. The computer was configured to
allow the participants to browse any other web page and not
just the voting web pages. Only the voting and the verification
pages were redirected to our own server.

A modified bicycle helmet with eye tracking lenses was
connected to a separate laptop. This was first configured for
each participant prior to their beginning the process. Not all
users had this eye movement data collected due to configura-
tion challenges. The eye tracking enabled us to check whether
participants really verified the codes character by character
and the videos were used to evaluate if participants printed or
saved the verification code.

Participation was invited from both technical and non-
technical users. Recruitment was by word of mouth invitation
and compensation was in the form of a USB memory stick
with the institution’s logo. There were 34 participants, half
female and half male. The average age was 28.5. The youngest
was 18, the oldest, 47 years old*. 22 (65%) of the participants
had a technical background, deduced from one question asked
to the participants (scale of 1-5 where 5 indicates very high
technical understanding; we categorised 1-3 as non-technical
and 4-5 as technical background). All participants were fluent
in German.

The average duration of each test was 30 minutes (including

4As this is a preliminary study, we do not analyse usability and accessibility
issues for the elderly and this will be considered in future work.

time to configure the helmet). The participants first answered
a questionnaire with general questions on age, gender and
computer knowledge (Table I). Next they used the voting
system for the first time, with no guidance and no information
on verifiability®. After the vote was cast or the process was
aborted by the user, they then answered a second questionnaire
on their opinion about the system (Table II). The user was
then given instructions (Appendix B) for the vote casting and
verification process. They were explicitly instructed to use
the verification function of the system, and then they used
the voting system once again to cast a vote. By entering the
authentication tokens and finally casting their vote, they were
done. Upon completion, users filled out an exit questionnaire
(Table III). Besides questions on the general usability of the
voting system and the individual verifiability there were also
questions on users’ concerns over the security of the voting
website. We considered their awareness of phishing attacks
as well as use of SSL certificates to authenticate websites.
Finally we sought to determine what wording is appropriate
and readily identifiable to users in the context of verifiability
in remote e-voting.

V. RESULTS

In this section, we provide the results of the study regarding
usability and understandability as well as the participants’
opinion about eBanking and eVoting in general.

A. eBanking/eVoting

Only five participants (14%) do not use eBanking, while
two out of these five would like to use Internet voting for
any type of elections (although they do not see a need for
eBanking). The remaining three would not like to use Internet
voting (either at all or at least not for parliamentary elections).
Eleven participants out of the 29 eBanking users do not
want to use Internet voting at all and justified this with
general open security issues. One stated that the Internet is
in general not secure (although this participant indicated that
they use eBanking). Participants in favor of Internet voting saw
benefits in its flexibility, ease of use, fast results, and greater
convenience compared to postal voting. Participants tended to
compare Internet Voting to postal voting.

B. General usability

After the first test run the users were asked to rate the
user friendliness of the voting system. Various statements were
presented to the users, which could be rated on a 7-point scale
from “do not agree at all” to “fully agree”. The result is rather
positive (see Fig. 3 for results).

Almost all users were able to successfully cast their vote in
the first test run (without instructions) and the second test run
(with instructions). Only one user aborted the voting process,
because he did not trust the verification mechanism.

3Our assumption was that also in real elections, it cannot be assumed that
people are aware of the new features of a newly introduced voting channel.
SFor all these figures, 1 means “do not agree at all” and 7 “fully agree”.



“The online voting system was easy to use.” e I
“I am well coped with the system.” —
“The ballot was easy to understand.” e
“It was easy to fill the ballot.” —
“The wording used was comprehensible.” —
“The language used was comprehensible.” {17
"l thought the ballot casting took a lot of time."
"The instructions at the beginning ) —
were important for understanding.” |

"] could correct my mistakes fast and easily." {7
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Fig. 3. Rating of User friendliness

We started measuring the time taken as soon as the par-
ticipant opened the website of the voting system and stopped
when the participant had successfully cast their vote. In the
first test run users needed 3.8 minutes on average, 5.6 in the
second run. Most users found the time required for the voting
process acceptable (see also Fig 3).

C. Who is interested in verifying?

In the first test run, the verification function was used by
20 of 34 participants (59%), 59% of those with a technical
background and 58% of those without, opted to verify. There
is no correlation between the technical skills of the participants
and the fact that they opted for verification in the first test run.
In the second test run, the verification function was used by
32 of 34 participants (94%). This was expected, since it was
suggested in the instructions. It was however surprising that
not all participants verified their vote.

In the questionnaire after the first test run, six people stated
that they did not verify at all, 14 claimed to have verified
once, six twice, three three times, and five four times. The
real number of verifications carried out is different, looking at
the number of visited institution websites in the logfiles: 14
people did not verify at all, eight once, five twice, four three
times, two four times, and one person verified five times’.
Seven people who claimed to have verified at least once did not
verify at all (compare to Fig 4). These people likely confused
“verifying” with double checking that the ballot was correctly
filled. The other 27 people correctly estimated, with some
minor deviations, the number of times they verified their vote.

,1 have verified <n> times" ‘ 6 ‘ 14 ‘ 6

visited institution websites ‘ 14 ‘ 8 ‘ 5

0% 20% 40% 60% 80% 100%

0001 02@E3 m4 E5

Fig. 4. Number of Verifications as Claimed vs. Actual Verifications

"Note, verifying z times means that the vote was re-encrypted x — 1 times,
i.e., one went back to the corresponding interface (from Fig. 2 to Fig. 13).

Two participants who claimed to have verified - but actually
did not according to the log files - went to the verification
page with the institution logos, but did not visit any institution
website to do an actual verification. These two participants
are therefore also counted as not having verified. From the
videos, it can be seen that some participants compared the
verification codes only by having a quick overview, and
not on a character-by-character basis while others compared
character-by-character. 29 of the 34 participants stated that
they would prefer to have a system that enables verifiability.
However, only 24 of the 34 participants believe that such a
system is more secure than one without. Four of the five
people that were in favor of a system without verifiability had a
technical background and were concerned with privacy issues
(“The institutions can see my vote!”), found the procedure to
be too cumbersome (“Writing down a new security code each
time annoys me.”) or thought that “normal” people would find
it to be too cumbersome. However, only one of the participants
without a technical background preferred a system without
verification, finding it too complicated. The others seemed
to be fine with the verification, and thought that the added
security would be worth the extra effort.

D. Do people have enough information to properly verify and
cast their vote?

16 of the 34 participants stated that the provided information
was not enough. One participant stated that proceeding with
vote casting was possible even though he/she did not read the
information on the first screen. People categorised as having
a non-technical background complained about too much in-
formation in particular on the first page while the other group
wanted more detailed information, e.g. papers, security proofs,
statements from other institutions about the security of the
voting system, e.t.c. Only one of the 20 participants who chose
to verify in the first test run stated that they did not notice
that the verification code changed after their having verified
the encryption. In the second test run another participant (who
did not verify in the first test run) did not notice the change
in the verification code. The other 31 of the 32 participants
who verified in the second test run noticed the change. Only
eight of the 34 participants stated after the second test run
that it was not clear to them that they needed to compare the
verification code and their selection on the verification page
from the selected institute. All people who stated they were
aware that this was necessary did compare the values as well
according to their own statement. Almost all participants (33
of the 34) understood that the vote had not been cast after
having been properly verified. 31 of 34 participants agreed
that it is necessary to introduce the concept of verifiability
before applying such a system for legally binding elections.

E. Which is the preferred type of verification?

Of the 20 participants who went for the verification in the
first test run, 17 (85%) wrote down the hash values, nine
(45%) saved them to a file, and only four (20%) printed them
(multiple methods can be used at the same time). In the second



test run, the participants were asked to try out all methods for
storing the hash values. In the questionnaire after the second
test run they were asked which method they preferred. 21
(62%) of the 34 participants preferred to write down the hash
values, ten (29%) preferred saving to a file, and three (9%)
preferred printing. From the videos made during the study it
can be seen that some people were a bit confused while trying
to save the hash values to a file and retrieve them again. This
is likely caused by the fact that the software configuration on
the computer used by the participants was not the same as the
configuration of their computers at home. Most participants
did not use the printing method, including in the second test
run, where this was explicitly suggested in the instructions.
Probably the participants thought that this method would be
too cumbersome.

F. Do people understand why they need to verify and what
they verify?

The tested verification only ensures that the vote is correctly
cast, however participants had slightly less trust in this than in
the proper tallying. It would be expected that the trust level in
proper tallying is lower than in correct vote casting. However,
there was no significant difference in the responses to the
two questions, which indicates that it was not clear for the
participants that these are actually two different concepts while
they had only the chance to verify the first of these two steps.

“I trust the system that
my vote is correctly cast”

“| trust the system that my
vote will be correctly tallied”

Fig. 5. User Confidence in Correctness of the Voting Process (All)

From Fig. 6 and Fig. 7, it can be seen that participants with
a technical background tend to trust the system less than those
without. This is likely caused by the fact that the system did
not present information about technical details.

“| trust the system that
my vote is correctly cast” ‘
“| trust the system that my
vote will be correctly tallied” ‘
T T T T T
2 3 4 5 6

Fig. 6. User Confidence in Correctness of the Voting Process (Tech)

“I trust the system that I:l
my vote is correctly cast”

“| trust the system that my l:l:l
vote will be correctly tallied”
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Fig. 7. User Confidence in Correctness of the Voting Process (Non-tech)

One typical statement was “System was easy to use (for vote
casting and also verification) but I did not understand the idea

of the verification code”. Participants also complained that it
was unclear why they should trust the verification procedure
while they cannot trust the main voting system which makes
the verification necessary. Others did not understand that they
can verify test ballots, but not the one that is to be cast.
Surprisingly, only four of the 24 participants who believe that
such a system is more secure than one without verification
believe that this is only true if all voters verify while the others
agree that it is not necessary that everyone verifies. While this
is true it is unclear why the participants agree on this.

G. Do participants worry about the vote secrecy issues arising
from the verification of the encryption?

According to Fig. 8 twelve of the 20 people who really
verified and 14 of the 28 who claimed to have verified in
the first test run worried about the fact that they could see
their vote at the institution website in clear text, and that
the institution could see what they have voted for (which
is not true, since the ballot can still be changed and is
re-encrypted afterwards). Furthermore, from the statements
some participants made, it became obvious that the concept
of re-encryption and correspondingly the reason for the new
verification code was not clear to them. The 32 participants
that did the verification in the second test run were asked
whether it was clear to them that the ballot is re-encrypted
after a verification. 26 (81%) answered with yes. However,
19 (73%) of those still answered that they were irritated by
the fact that their verification code changed. This is another
indication that most participants did not fully understand the
reason behind the re-encryption.

"I trust the system that
the secrecy of my vote
will be protected."

Fig. 8. User Confidence in the Vote Secrecy Protection

Only two (10%) of the 20 participants who verified their
selection in the first test run modified the selection after having
verified a test vote. This changed in the second test run, where
27 (84%) of the 32 participants who verified changed their
vote. This was expected, since changing the vote was part
of the instructions. One person also thought that it might be
possible to somehow derive the ballot from the hash (which is
not possible since it is a hash function/value). It was assumed
that this is the way the institutions get the information about
the ballot and consequently the participant worried that others
could do the same. Of interest also was the statement of one
participant, who was not afraid of seeing the selection of
the institution web page, saying that he/she knows that this
institution is well known for its high data protection standards.

H. Are voters irritated when logging in for the first time at
the end of the vote casting?

One half of the participants was irritated, the other not, as
shown in Fig. 9. Typical web services require the users to



log in before they can do anything useful, so this might be
irritating to them.

"l was surprised that
| needed to login at —
the last step." ‘ ‘ : ‘ :

2 3 4 5 6

Fig. 9. User Irritation by Delayed Login
Some participants stated that they are in particular surprised
that they could verify without being authenticated.

1. Type of institute

The participants had the choice of four different institutes
for the verification. Most participants were content with this
selection of institutes. One participant demanded a larger
selection, but did not suggest institutes that could be added.
In the first test run 14 participants used BSI, 12 CASED, 13
TU Darmstadt, and six TUV IT, for verification (in the second
run: 37 BSI, 39 CASED, 31 TU Darmstadt, and 24 TUV IT).

J. Do people verify the SSL certificate?

77% of the technically experienced users did not verify the
SSL certificates, although 82% claim to be able to verify an
SSL certificate. Almost all of the participants that did verify
the certificate did so only for the voting system itself, and not
the institution websites. Only one participant also verified the
certificates of the institution websites. Almost all participants
that verified the certificates (with one exception) claimed
to also verify the e-banking SSL certificates. None of the
technically inexperienced users verified the SSL certificates.
Some of the participants with a technical background who did
not verify the SSL certificates in the first test run did so in the
second test run, although there were no explicit instructions to
do so. Most likely the questions about SSL in the questionnaire
after the first test run caused the participants to give more
attention to this in the second test run. Almost all of those
who did verify the SSL certificates also thought that there
was a secure connection to the election server, one person
still was not sure although he verified the certificates. About
half of those who did not verify said that there was a secure
connection, simply because HTTPS was used and the browser
did not give any warnings. One person said that the websites
looked “official”.

VI. CONCLUSION AND FUTURE WORK

As a summary of the results, one can state that the user
friendliness of the system has reached an acceptable level
and in particular has been improved compared to version 1.0
and the results from [14]. However, most participants neither
understood the need for verification nor the reason why the
final vote to be cast could not be verified. The whole idea
seemed to scare them regarding voters’ privacy. While this
overall result was not that surprising there were two specific
statements that were surprising, namely: The fact that people
worried about the institutes knowing how they voted; and in
particular the statement of one participant who was afraid that

from the hash value (named verification code) everyone who
is familiar with cryptography is able to deduce votes from the
verification code like the verifications intuitions do to be able
to display the plaintext vote (what is not true as the verification
institutions get the plaintext information already from the Java
Script). After having reviewed the interfaces again we agree on
required improvements regarding explanations of the concept
of test ballots for arbitrary votes that can be verified. This is
currently not explained before seeing the first verification code.
Actually, it is surprising that participants did not complain that
they were not informed before.

Currently, we see two different ways to address the problem
of not understanding the concept of verifiability. One could
provide interfaces where only experts who understand the
purpose of verifiability will most likely opt for it while others
will cast their vote while not really noticing that there is
a possibility to verify. However, what would remain is the
information about the verification code which needs to be
displayed to everyone. This is the approach chosen by the
designers of Helios. We criticised this in [12] as then most
voters do not opt for the verification and thus do not have an
equal chance to secure their vote by verifying test votes and
challenging the system.

Another option would be to have a campaign running
before the election with such a system explaining the need
for verification and how it works on an abstract level. By
doing so, a lot of the information provided on the interface
could be provided during the campaign. Note, when explaining
verifiability, it is important not to bias people about this new
system or about the fact that past elections might have had
a problem because verifiability was not provided in the same
way as in the new system. One way to test whether this helps
would be to produce a very short video which would be shown
to participants of a user study before they use the system and
see whether this aids understanding. By doing so one could
try to use metaphors to explain encryption, for example, that
verification is only possible when opening an envelope and
correspondingly afterwards a new one is required because the
old envelope is unusable. In order to realise this approach,
a cooperation with those in marketing research would be
desirable in order to sell the benefits of verifiable electronic
voting systems. Both alternatives need to be discussed with
voters, legal scientists and psychologists/social scientists and
is left as future work.

The study also shows that it is necessary to better understand
the users’ model about verification. Thus, future work also
includes interviews with people about their idea of verification.
This result will also help to produce a short video as proposed,
that is understandable.

Besides this we learned several lessons from this study:

« It might be helpful to exclude people from a user test who
are against electronic voting, in turn, it might be of high
interest to have interviews with these people to identify
main concerns.

e There is a need to clearly explain that the motivation
is to replace postal voting with Internet voting because



if not people comment on either the benefits of using
Internet voting instead of going to the polling stations or
they refer to the general problems of remote voting (like
family voting). While both are interesting to read, they
do not serve as input to solve the problems addressed by
the study.

o It is important to try to get participants that have really
cast their votes in the election you use as mockup for the
user test. This might make it easier to give them a feeling
their real vote needs to be properly included in the tally.
Some participants stated this time that one might be more
motivated to go for extra steps for verifying and checking
the codes more properly when there is a legally binding
election rather than just a user study.

Besides these improvements to the user study and the idea
of producing a video explaining the concept of verifiability,
we see some potential to further improve the technology.
For example, an application for mobile phones with inte-
grated cameras enabling the user to take a photo of the
hash values and the encryption in Quick-Response (QR) or
two-dimensional code format and run the verification on an
app on the handset. Regarding, the second step of individual
verifiability, we plan to enable voters to send the verification
code of their final vote to one or several of the trusted institutes
to take care that the vote is stored and tallied.

As people obviously also do not verify HTTPS certificates
and as probably many are also not able to do so, future work
will include this challenge as well. Note, if people do not
verify the certificate of the institutes they select for verification
the whole process is meaningless. Thus, a first step would be
to use extended validation certificates and inform the voter to
confirm validity by, at the very least, for example checking
that the browser shows the green bar.
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APPENDIX

Screenshots of Improved Interfaces

Dear...

You are registered on the electoral roll. For this election you will
use a secure online voting system that uses verification codes. These
codes will help you understand the correctness of this election.

You can vote on the election web-page www.election.university.com on

27 March 2811 between 9:0@ a.m. and 6:88 p.m. Here you can also get
further information about the execution of this election.

To check your eligibility to vote, you will be required to authenticate
yourself with a username and a password

Your username: <User-HName>
Your passuord: <Password>

Please don’t share this information with anyone.

Best Regards
Election Officer

SHAL-Fingerprint: 95:C3:19:DF:FF:93:F4:49:EB:C6:80:92:F6:E0:78:DF:22:A4:06:35

40:ED:BF:B6:76:B6:5A:AE:43:B2:FD:6C:C4:AR44:76

MDS5-Fingerprint:

Fig. 10. Invitation to Vote Letter

Instructions Ballot Verification-Code Ballot-Casting

Welcome to Mayoral Election of Darmstadt
This election will be executed in 3 steps:
1. In the first step, you will see the ballot where you can vote for the candidate of your choice.

2. After you choose a candidate, your ballot will be encrypted in order to keep the vote secret.
Furthermore a verification code will be generated for your ballot. To ensure that your ballot is correctly
encrypted, you can have this encryption verified by any one of several independent institutes. You can
repeat this process as many times as you need, until you are convinced that this vote system functions

correctly.

3. The actual ballot-casting process is performed in the last step. By entering your username and
password, your (encrypted) ballot will be cast. As long as you have not cast your ballot, you can cancel
this procedure at anytime by closing the vote system’s window. You are free to continue at another
time. This will not cause you to lose your eligibility to vote.

At the end of the election, a list of verification codes for all the tallied votes will be published. If you
want to confirm whether your vote has been correctly tallied, you can look up your verification code in
this list.

To start the election procedure, click on the “Proceed to Ballot” button.

I Proceed to Ballot >> |

Fig. 11. Instructions to the Voter



nstructions Ballot [ Verification-Code Ballot-Casting

Ballot

For the Mayoral Election of Darmstadt
You can select one candidate (or invalid vote).

ReiBer, Rafael (CDU)

~

Hoffmann, Walter (SPD)

w

Partsch, Jochen (GRUNE)

~

Klett, Helmut (UWIGA)

o

Feniello, Raffaele (FENIELLO)

o

De Stefano, André (PIRATEN)

Invalid Vote

<< Back to Instructions

Fig. 12. Ballot with Candidate Information

Check the Ballot >>

‘ Ballot ‘ Verification-Code ‘

Your ballot has been encrypted to keep the vote secret.
Your Verification-Code is: x4WH1LC1

With the help of this verification-code, you can verify whether your vote is correctly tallied. For this
please write down this verification-code or use the following alternatives:

[E Download Code] [2 Print Code]

this process as many times as you want, until you are convinced that this vote system functions

C. User Study Questionnaire

TABLE I

PRETEST QUESTIONNAIRE

How old are you?

Age: — old

What is your gender?

Male/ Female

What is your education level?

No degree/ Middle school/ High
school/ BA/ MA

How often do you use the Internet
actively?

Less than an hour in a day/ 1-3
Hours/ 4-8 Hours/ 9-10 Hours/
More than 10 hours in a day

How do you assess your own computer

Very low/ low/ average/ high/

banking?

& internet knowledge? very high
Do you use home banking? Yes/ No
Why do you or do not you use home | fext

Would you vote in the future over the
Internet?

Yes, generally/ Only if I am
traveling abroad/ Only for non-
parliament elections/ Not at all

To ensure that your ballot is correctly encrypted, you can have this encryption verified. You can repeat

correctly.
Fig. 13. Verification Code
nstructions Ballot Verification-Code Ballot-Casting

Verification-Code of the Ballot to be cast is:x4WH1LC1
Please compare the shown verification-code with the one you wrote down during the previous step.

Please enter your user-name and password if you want to cast your kallot. You can find your
user-name and your password in the invitation to vote letter.

Username

Password:

<< Back to the verifi

Conclude the Ballot-Casting >>

Fig. 14.  Voter Login Page

Instructions Ballot Verification-Code Ballot-Casting

Please justify your answer shortly. text

TABLE I

FIRST QUESTIONNAIRE AFTER VOTING

The online-voting-system was easy to use, I am
well coped with the system, The ballot was easy
to understand, It was easy to fill the ballot, I
thought the ballot casting took a lot of time, I
trust the system that my vote is correctly cast, I
trust the system that my vote will be correctly
tallied, I trust the system that the secrecy of my
vote will be protected, The instructions at the
beginning were important for understanding, The
wording used was comprehensible, The language
used was comprehensible, I could correct my
mistakes fast and easily, I was surprised that I
needed to login at the last step

Please rate the follow-
ing statements (do not
agree at all - fully
agree)

Do you have any other comments/ suggestions
to improve the system?

text

How many times did you verify your (encrypted)
ballot, before you cast it?

I verified — times.

If you verified your ballot, why? If not, why?

text

The verification-code, did you ...

write down?/save in
the computer?/ print it
out?

Which institute did you choose to verify your
ballot?

BSI/CASED/TU
Darmstadt/TUV IT

Would you choose other institutes? If so, which
ones?

Your vote has been saved. Thank you very much for your participation

1 hour after the end of this election at 6:00 pm, the results and the list of verification-codes will be
published at www.electionresults.darmstadt.com

Now please close this window.

Fig. 15. Ballot Cast Successfully

B. Instructions for Second Test Run

1) Choose a candidate and encrypt the choice but do not cast your ballot, yet.
2) Change your choice to another candidate and re-encrypt your choice.

3)  Write the Verification-number on a piece of paper.

4) Let the encrypted ballot be verified by an institute.

5)  Finish the verification and proceed with the election.

6) Repeat the 2. and the 5. Steps several times (at least twice). Change here the chosen candidate and try all of the

proposed Methods to verify the verification-code(write-down, download, print).

7)  Change your ballot one last time. Choose the candidate for whom you are willing to vote (it does not need to be

the candidate for whom you are willing to vote in an actual election).
8)  Click on the ‘cast the ballot’ and give your username and password in the next page.

verify a SSL-Certificate?

Did you change your vote, after you verified it? | Yes/ No
Have you had any concerns about the secrecy of | Yes/ No
your vote when you saw your vote on the site of

the verifier?

If so, why? If not, why not? text
Did you realise that you received a new | Yes/ No
verification-code after the verification?

Would you say that there existed a secure con- | Yes/ No
nection to the election-server?

If so, why? If not, why not? text

Do you know what SSL is and how you can | Yes, No

Did you verify the SSL certificate?

Yes, for the voting
system/Yes, for the
external-institute/ Yes,
for both/ No

Do you verify the SSL certificate for home-

banking?

Yes/ No/ I do not use
home-banking




TABLE III
FINAL QUESTIONNAIRE

Would you use a system with or without verification? Yes/ No

Which method do you prefer to preserve your verification- | Write

code? down/
save/
print

Do you believe that a system with verification possibility is | Yes/ No

more secure than a system without it?

If you answered "yes" for the previous question: Do you believe | Yes/ No

that it still applies if not all the voters use this mechanism to

verify their ballots?

Why do you think a system with verification is more secure or | text

why it would not be?

Were you aware that you needed to compare the verification- | Yes/ No

code and your vote on the external site of the institute?

If yes: Did you compare? Yes/ No

Were you aware that you needed to compare the verification- | Yes/No

code and your vote on the login-page?

If yes: Did you compare? text

Did you change your ballot after you verified it once? Yes/ No

Do you find it confusing to receive a new verification-code | Yes/ No

after the verification?

Was it clear for you that the ballot was not cast after the | Yes/ No

successful verification of the encrypted ballot?

Was it clear for you that the ballot needed to be re-encrypted | Yes/ No

after the successful verification of the encrypted ballot?

Did you realise that you received a new verification-code after | Yes/ No

the verification?

Was the information lacking for you? Yes/ No

If yes, which one? text

Do you find the word "verification-code" appropriate? Yes/No

If not, which term would you prefer? text

Were there any terms which were unclear for you? If so, which | text

were these?

Do you find it necessary to inform the voter about verifiability | Yes/ No

before using the system?

Do you have general comments on the voting-system or this | fext

study?




