A Survey of Security and Privacy in Connected
Vehicles

Lotfi ben Othmane!, Harold Weffers', Mohd Murtadha Mohamad?, and
Marko Wolf?

L Dept. of Mathematics and Computer Science

Eindhoven University of Technology
Eindhoven, Netherlands
{l.ben.othmane, h.t.g.weffers}@tue.nl
Fac. of Computer Science and Information System
Universiti Teknologi Malaysia
Johor, Malaysia
murtadha@utm.my
3 ESCRYPT CGmbH-Embedded Security
Munich, Germany
marko.wolf@escrypt.com

Summary. Electronic Control Units (ECUs) of a vehicle control the behavior of its
devices—e.g., break and engine. They communicate through the in-vehicle network.
Vehicles communicate with other vehicles and Road Side Units (RSUs) through
Vehicular Ad-hoc Networks (VANets), with personal devices through Wireless Per-
sonal Area Networks (WPANSs), and with service center systems through cellular
networks. A vehicle that uses an external network, in addition to the in-vehicle
network, is called connected vehicle.

A connected vehicle could benefit from smart mobility applications: applications
that use information generated by vehicles, e.g., cooperative adaptive cruise control.
However, connecting in-vehicle network, VANet, WPAN, and cellular network in-
creases the count and complexity of threats to vehicles, which makes developing
security and privacy solutions for connected vehicles more challenging.

In this work we provide a taxonomy for security and privacy aspects of connected
vehicle. The aspects are: security of communication links, data validity, security of
devices, identity and liability, access control, and privacy of drivers and vehicles. We
use the taxonomy to classify the main threats to connected vehicles, and existing
solutions that address the threats. We also report about the (only) approach for
verifying security and privacy architecture of connected vehicle that we found in the
literature. The taxonomy and survey could be used by security architects to develop
security solutions for smart mobility applications.
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1 Introduction

Each vehicle uses a set of sensors and Electronic Control Units (ECUs) to
collect data about the vehicle’s behavior and environment, and to control
the functionalities of the vehicle. ECUs (of a vehicle) collaborate by exchang-
ing messages; they compose an in-vehicle network (a.k.a. on-Board network).
Figure [1] depicts an example of architecture of in-vehicle network.
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Fig. 1. Example of architecture of in-vehicle network.

Vehicles, in a road, exchange messages with neighboring (close by) vehi-
cles and with Road Side Units (RSUs); they communicate directly—without
intermediate node(s), or indirectly—through intermediate node(s). Each ve-
hicle communicates with the neighboring RSUs to inform them about it-
self (the information may include location, speed, and heading) and to get
traffic conditions of the road. Vehicles and RSUs compose Vehicular Ad-hoc
Networks (VANets) [1](a.k.a. inter-vehicle network). Members of a VANet ex-
change information, for example, to have a shared knowledge about the traffic.

A Wireless Personal Area Network (WPAN) is composed of personal de-
vicesEl that communicate through short range (from few centimeters to 100 m)
wireless technologies, such as, Bluetooth, Near Field Communication (NFC),
and Infrared (IR). WPAN gateway, of a vehicle, enables exchange of mes-
sages between personal devices (e.g., Personal Digital Assistances (PDAs) and
iPods) and in-vehicle ECUs. For example, a driver controls the lights, wind-
shield wipers, air flow, and heat of his vehicle through a Bluetooth-enabled
headset [2], or even start remotely its engine and unlock its doors using his
PDA.

Vehicles, equipped with mobile devices, exchange messages with Service
Centers (SCs) through cellular network (a.k.a. mobile network); they provide
data about their locations, behavior, and environment. An SC is a remote

4 Infotainment devices are in most cases connected to the in-vehicle network; they
are not members of the WPAN.
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office that receives and sends data to vehicles or RSUs in order to assist
and provide services to drivers, vehicle owners, and the public community.
Example of SCs are fleet management systems. The cellular network enables
communications of devices that have wireless communication capabilities (e.g.,
mobile phones) with mobile and land phones (cf. [3]).

Several applications; such as, cooperative adaptive cruise control, remote
firmware update, e-call, and remote diagnostic of vehicles use the integration
of the four networks of a connected vehicle (Subsection describes several
applications). These applications are called smart mobility applications: ap-
plications that use data collected from vehicles to improve the use of vehicles
and the safety and comfort of drivers, and to rationalize the use of public
infrastructure.

A connected vehicle is a vehicle whose ECUs communicate through an
in-vehicle network, and it communicates with neighboring vehicles and RSUs
through VANets, with personal devices through WPAN, and with Service
Providers (SPs) and SCs through cellular networkﬂ A connected vehicle is
equipped with an on-Board Unit (OBU): a device for communicating a vehicle
with other entities through VANets, WPAN, cellular network, and routing
messages to/from ECUs of the Vehicleﬂ

Connected vehicles enable the use of Intelligent Transportation Systems
(ITSs). ITSs support the efficient and safely use of transport infrastructure
and means (cars, trains, planes, ships) to facilitate the mobility of human and
goods through the use of information and communication technologies [4][]

An attacker who aims to change the behavior of a unconnected vehicle
needs to be able to physically access to its devices, or access to its communi-
cation bus, or be able to install malicious code in a device connected to the
in-vehicle network. Vehicle manufacturers have overlooked security of vehi-
cles [5]. There is a common assumption, by the vehicle manufacturers, that it
is highly unlikely that potential attackers could acquire one of these capabili-
ties. The assumption is not valid anymore because vehicles become connected
to other vehicles, to personal devices, and to SCs.

Connected vehicles offer more capabilities for the attacker to compose
complex attacks. An attacker could connect to the in-vehicle network of a
target connected vehicle without the need for any of the capabilities listed
above. For example, an attacker who has remote access to ECUs of a target

5 We do not enumerate all (possible) communication mediums—e.g., satellite
communication—for vehicles. Instead, we discuss the networks that are commonly
used and reported (in the literature) to impact the security and privacy of vehi-
cles.

5 An OBU in general-e.g., OBU dedicated to VANets—does not act as a gateway
to the in-vehicle network.

7 Terms smart mobility and ITS are often considered similar in the literature. In
this work, we use vehicle to refer to car and truck when we discuss smart mobility
and all transport means when we discuss ITS.
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vehicle could inject in the in-vehicle network messages to increase the speed
of the vehicle.

Threats to connected vehicles have financial, privacy, and safety impacts.
The description of the impact follows:

e Financial: A company could collect the location data of the vehicles of
its competitors and extract sensitive information; such as, the address
of their customers, and the performance of their fleets. The information
gives the company business advantages. Other examples include: stealing
pay content—e.g., infotainment, and location-based services; misuse pay-as-
you-drive systems—e.g., car insurance, car taxes, car rental, and warranty
or maintenance plans; and Intellectual Property (IP) theft of firmware.

e Privacy: A company could collect the location and in-vehicle data of
drivers and use them to provide services for the drivers, and the pub-
lic community. Disclosing the information, which is private information,
to parties without the consent of their owners is a privacy Violationﬂ

e Safety: A malicious attacker could remotely control the behavior of a tar-
get vehicle and inject messages in its in-vehicle network to lock its break
system and make it crash with another vehicle or an obstacle. An easier
attack is to mis-inform the driver.

In the last decade, several threat analysis, security solutions, and secu-
rity and privacy architectures addressing a specific network type (i.e., either
in-vehicle network, or VANet, or WPAN, or cellular network) have been pro-
posed in the literature. In this chapter, we propose a taxonomy of security and
privacy aspects for connected vehicles. The aspects are: security of commu-
nication links, data validity, security of devices, identity and liability, access
control, and privacy of drivers and vehicles. We survey the threats to con-
nected vehicles and classify them using the taxonomy. We survey also existing
solutions that address the threatsﬂ and classify them using the taxonomy. We
also report on the only solution for verifying security and privacy of connected
vehicles that we found in the literature. The taxonomy and survey could be
used by security architects to develop security solutions for smart mobility
applications.

This chapter is organized as follows. Section [2] describes how connected ve-
hicles collaborate in an I'TS and describes a set of smart mobility applications.
Section [ proposes and describes a taxonomy for security and privacy aspects
of connected vehicles. Section 4| surveys the security and privacy threats to
connected vehicles and classifies them based on our taxonomy. Section [p|sur-
veys the security and privacy solutions for connected vehicles and classifies
them based on our taxonomy. Section [6] reports on verifying security and
privacy solutions for connected vehicles. Section [7] concludes the chapter.

8 In USA and Europe privacy violation is prohibited by the law.

9 We survey security and privacy threats and solutions for only connected vehicles,
which may not include all security and privacy threats and solutions for smart
mobility applications or ITS.
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2 Overview of the system architecture and its
applications

In this section we describe an example of ITS and show how connected vehicles

benefit from the system. We also describe a set of smart mobility applications
that could be used by connected vehicles.

2.1 Overview of ITS and smart mobility applications
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Fig. 2. Example of an Intelligent Transportation System (ITS).

Figure [2] shows an ITS composed of two connected cars, a Back Office
(BO)-e.g., a fleet management system, a SP-e.g., e-call service, a personal
device, a mobile device, and an RSU. Each car is equipped with ECUs that
collaborate to regulate the functionality of the vehicle by exchanging messages
through the in-vehicle network. For example, the vehicle dynamics control
system (VDCS) of a vehicle assists the driver in over-steering, under-steering
and roll-over situations: it uses the steering wheel angle and other relevant
sensors data available in the in-vehicle network to decide when to apply the
brakes of the individual wheels or adjust the engine torque [@].

Both cars communicate through VANet. Nodes of a VANet communicate
using Wireless Access for Vehicular Environments (WAVE) [7]-a standard
for inter-vehicle communication. They exchange information in order to, for
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example, avoid collision. A vehicle communicates with the neighboring RSUs
using WAVE to provide data about its own activities (e.g., location, speed,
and heading) and get traffic conditions related to its location.

Vehicle 1 communicates with a personal device through WPAN; the driver
uses his PDA to remotely start his vehicle. Vehicle 2 communicates with BO
and SP through cellular network. For instance, Vehicle 2 sends data about
its location to a fleet owner system, a BO, and communicates with an e-call
provider [§], an SP, in case of an emergency. A second example, the car owner
of Vehicle 2 uses a mobile device to inquire about the location of her car.

2.2 Smart mobility applications

Data collected from vehicles is useful for individuals, businesses, and public
organizations. In the following we describe examples of smart mobility appli-
cations.

Connected vehicles could exchange messages with neighboring vehicles
through VANets and adjust their speed to keep safe distance with neigh-
boring vehicles. A Cooperative adaptive cruise control [9] application—of a
vehicle—exchanges messages with the neighboring vehicles and sends appro-
priate messages to the ECUs of the vehicle to adjust its speed. Cooperative
adaptive cruise control application is different from adaptive cruise control
application since the latter is limited to the use of radar installed on the ve-
hicle to detect predecessor vehicles, obstacles, and other moving objects. It
computes the safe distances between the vehicle and its predecessors, and ad-
justs the speed of the vehicle accordingly. This application works only when
predecessor vehicles are in the line of sight of the radar.

Autonomous vehicles are self-driving vehicles—i.e., robots. They sense their
environment and navigate by their own. A human can choose the destination,
but may not perform the driving. There are currently several prototypes of
autonomous vehicles. For instance, Google [10] reported recently that it is
testing a prototype of autonomous vehicle in the traffic-e.g., to drive a blind
to the destination he chooses.

Connected vehicles use VANets to share information with their neighbor-
ing vehicles; such as, their location and speed. A Cooperative collision avoid-
ance [I1] application identifies potential collision situations and either informs
the driver or acts automatically to avoid the collision. A vehicle involved in a
collision, could also send notifications to other vehicles, which otherwise would
drive into the crashed vehicle. This helps to avoid cascade accidents (i.e., an
accident that involves many vehicles).

Companies who own fleet of vehicles use fleet management applications to
track the locations and activities of their vehicles. Fleet managers get actual
real-time information about their vehicles, including their locations, fuel levels,
and speeds. The information is used for scheduling the business activities, and
helps to quickly respond to events, such as, accidents.
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Owners (or drivers) of vehicles equipped with personal devices; such as,
PDAs and mobile phones, could use remote vehicle control applications to, for
example, start/stop the vehicle engine, lock/unlock the doors, and monitor
remotely the speed, mileage, and location of their vehicles.

Currently, there is a growing traffic congestion problem in the main cities
in the world. Connected vehicles could send data about their locations and
speeds to RSUs through VANets. RSUs could collect the information and use
Traffic management applications to aggregate them to generate traffic condi-
tions data which it disseminates to neighboring vehicles. Traffic management
applications improve the traffic flow on a road by reducing congestion problem
and travel time [I1].

In-vehicle Cellular e
Smart mobility application VANet Area

network network

Network

Cooperative adaptive cruise control X X
Autonomous vehicles X X X
Cooperative collision avoidance X X
Fleet management X X
Remote vehicle control X X X
Traffic management X X

Table 1. Classification of the smart mobility applications into networks they use.

Table [I|shows for each smart mobility application, that we describe above,
the networks it uses. A connected vehicle can benefit from a specific appli-
cation only if it can communicate with other parties through the required
network(s). (Recall that each vehicle has an in-vehicle network.) As a final
note, we refer the interested readers on smart mobility applications to Kar-
giannis et al.[T2].

Note that ITS and smart mobility applications have broader scope than
connected vehicles. Figure 2] shows an ITS, which includes connected vehicles
and other entities as described above. Connected vehicle is limited to one
entity: a single vehicle. This chapter is limited to connected vehicle.

3 Taxonomy for security and privacy aspects of
connected vehicles

We use a simple taxonomy of security and privacy aspects of connected vehi-
cles, summarized in Figure [3] which uses 6 classes: security of communication
links, data validity, security of devices, identity and liability, access control,
and privacy of drivers and vehicles. The description of the aspects follows.
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Fig. 3. Taxonomy of security and privacy aspects of connected vehicles. (We use
comm. for communication or communicating, vehs. for vehicles, sec. for security, and
btw. for between.)

Security of communication links: They are the medium for transmitting
and receiving data between two or more entities. There are four types of
communications: (1) communication between ECUs, and between ECUs
and OBUs through the in-vehicle network; (2) communication between
vehicles, and between vehicles and RSUs through VANets; (3) communi-
cation of vehicles with personal devices through WPAN; and (4) commu-
nication between vehicles and SP and SC through cellular network.

Data validity: Data are information generated, manipulated, transmitted,
and received by OBUs (of vehicles), ECUs, RSUs, SP, and SCs. Data
include in-vehicle data, location data, and aggregated data. (Aggregated
data are computed using aggregation function; such as, average and sum,
the aggregation functions use data collected by a vehicle from its neigh-
bors.)

Security of devices: Devices are electronic components (hardware) of
vehicles—i.e., ECUs and OBUs. They control the behavior of vehicles. A
device has two parts: (1) hardware: the ECU or OBU; and (2) firmware:
programs that run on ECUs or OBUs.

Identity and liability: It refers to binding an entity to a specific information
or event. Identity refers to a characteristic of an entity, which distinguishes
it from other entities. Liability refers to the ability to prove that a specific
entity (vehicle, driver, and car owner)-or a set of entities—is responsible
for a specific event or a set of events; that is, the entity cannot repudiate
the responsibility for a specified event.

access control: Tt refers to enforcing rules for access or deny to certain
functions or data for identified entities[™]

Privacy of drivers and wvehicles: It is the right of an entity to be able
to control when, how, to what extent, and for what purpose information
about themselves is shared with others (cf. [I3]), and to determine the
degree to which the entity will interact with its environment (cf. [14]).
Privacy of drivers refers to the right of the driver to control the access and

10 The identity of an unidentified entity is anonymous. Anonymous entities have
access to public resources, if any.
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use of his personal data. Privacy of vehicles refers to controlling access to
the identities of communicating vehicles.

4 Taxonomy of threats to connected vehicles

In the following we describe the assets of, the attackers, and the threats to
connected vehicles.

4.1 Assets of the system

An asset is a system resource that shall be protected by a security policy
or a security mechanism [I4]. It is either a component of the system or data
consumed or produced by the system. Table[2]describes the assets to connected
vehicle.

Asset Description
In-vehicle Data extracted from the in-vehicle network; such as, speed, turning
data light status, and fuel level.

VANet data |Data of messages exchanged between vehicles, which may include
vehicle locations. They could be used for applications, such as,
collision warning, and traffic condition warning.

ECU In-vehicle device that controls the behavior of a component of a
vehicle (e.g., break, engine) and collaborate with other ECUs to
regulate the behavior of the vehicle. ECUs include Global Posi-
tioning System (GPS) device: a device that provides the location
of the vehicle at a specific time.

OBU A device for communicating a vehicle with other entities through
VANets, WPAN, or cellular network, and exchanging data with
ECUs of the vehicle.

ECU firmware|Programs that controls the behavior of the ECU.

OBU firmware|Programs that controls the behavior of the OBU.

Table 2. Assets of connected vehicle.

A connected vehicle exchanges data with other vehicles, RSUs, personal
devices, SPs, and SCs. The data types are: in-vehicle data, VANet data,
ECU firmware, and OBU firmware. Table [3] provides a classification of these
data types into networks—i.e., in-vehicle network, VANet, WPAN, and cellular
network—they use. The goal is to show that the data could be used through
several networks. This contrasts the possibility of using the data in the case
of unconnected vehicles. For example, in-vehicle data is available only in the
in-vehicle network for the case of unconnected vehicle. However, it could be
exchanged with other parties through VANet, WPANSs, and cellular network
in the case of connected vehicles.
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Data types In-vehicle net.| VANet WPAN Cellular net.
In-vehicle data X X X X
VANet data X X X
ECU firmware X

OBU firmware X X b'e

Table 3. Classification of data used by connected vehicle into the networks they
use. (We use "net.” for network.)

4.2 Attackers and their capabilities

Attackers are entities (e.g., human, robots) who intend to compromise an
asset (or many assets) and have capabilities to perform threats to the system.
The main attackers for connected vehicle are[I5]:

e Greedy driver—deviates from the protocol for gains; e.g., sends data about
congestion ahead, so other cars change to alternate to long routes, and
frees the road.

e Snoop—profiles drivers through aggregating data and violating privacy of
drivers.

e Prankster—seeking fame hacker; e.g., trick two vehicles who use a collision
avoidance application in order to slow down one driver and speed up the
second. Thus, the vehicles may crash.

Insiders—loads malicious software on a vehicle.
Malicious—attempts to cause harm; e.g., manipulate deceleration warning
system to create gridlock before detonating a bomb.

An attacker could be a car owner, a driver, a mechanic, or a government
officer; so, they could have one or many attacker capabilities. The capabilities
could be used to potentially compromise a target asset. Table |4 lists the
capabilities that an attacker uses to perform the threats on assets of connected
vehicle.

4.3 Threats

Threats are circumstances and events that may harm an information system
through unauthorized access, destruction, disclosure, modification of data,
and/or denial of service [I4]. Threats are performed by attackers who com-
promise system’s resources.

We classify threats to connected vehicles into 6 aspects: security of commu-
nication links, data validity, security of devices, identity and liability, access
control, and privacy of drivers and vehicles. The classification uses the taxon-
omy described in the previous section.
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Capability  Attacker capability
code

Cap001 Physical access to ECU.
Cap002 Remote access to ECU.
Cap003 Remote control of ECU.
Cap004 Physical access to OBU.
Cap005 Remote access to OBU.
Cap006 Remote control of OBU.
Cap007 Update of ECU firmware.
Cap008 Update of OBU firmware.

Cap009 Access the communication link between ECUs.

Cap010 Control of the communication link between ECUs.

Cap011 Access to the communication link between two vehicles.

Cap012 Control of the communication link between two vehicles.

Cap013 Access to the communication link between a vehicle and the SC.

Cap014 Control of the communication link between a vehicle and the SC.

Cap015 Access to the communication link between a vehicle and a personal de-
vice.

Cap016 Control of the communication link between a vehicle and a personal
device.

Table 4. Possible capabilities of attacker to a connected vehicle.

Threats to the communication links

Connected vehicles and RSUs exchange messages through VANets; ECUs of
a vehicle exchange in-vehicle data through the in-vehicle network; a vehicle
exchange data with personal devices through WPAN, and with SPs and SC
through cellular network. The threats to messages exchanged between the
communicating parties in the four networks are similar. We describe in the
following the main threats (cf. [15]).

A snoop could eavesdrop the communication between two parties
without their consent. The two parties could be, for example, two devices of
a same vehicle, two vehicles, or a vehicle and an SP or SC. For example, an
attacker installs a mobile phone spy software (e.g., [16]) on the OBU of his
victim’s vehicle and gets periodically the data available in the OBU.

A vehicle of a greedy driver, who is required to forward messages it receives
to other parties, could drop the messages (a.k.a. message suppression) it
receives. For example, a prankster may receive congestion alerts from neigh-
boring vehicles, but, does not forward them to its neighbors (i.e., close by
vehicles) [15]; they will have to wait in the traffic.

A prankster could fabricate messages (i.e., create false messages) and
send them to other vehicles or devices of the vehicle [5]. For example, a greedy
driver makes his car pose as emergency vehicle and sends alert messages to
its neighbors. The attack allows the driver to speed up their own trip [15].
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A malicious attacker could alter the messages being exchanged between
two parties (after it intercepts them). The attacker may receive messages from
one party, change their content, and forward them to the other communicating
party. For example, a greedy vehicle receives messages about the improvement
of traffic conditions. It changes the messages to worsening traffic conditions
and broadcasts them to its neighbors.

A malicious attacker may receive messages from close by vehicles. They
could perform replay attack by changing the time stamp of the messages
and broadcasting them multiple times to close by vehicles. For example, a
malicious attacker could intercept a message broadcasted by a vehicle and
replay it to jam the communication channels of close by vehicles.

Threats to data validity

Smart mobility applications rely on the walidity of the data (the data are
correct—not false, and accurate) they use. False data, sent by malicious vehi-
cles, could have severe safety impacts such as accidents. In the following, we
describe a set of threats to data validity (a.k.a. data falsification).

The attacker disseminates bogus data (i.e., false data) in the network to
affect the behavior of other vehicles [I7]. For instance, an attacker could send
information about bad traffic conditions. Vehicles receiving the messages try
to find alternate paths; thus, the attacker frees the path for themself.

An attacker could cheat in aggregating data they receive from their
neighbors. For example, in traffic management application, a vehicle collects
information from its neighbors about the count of vehicles in their proximities—
e.g., in 300 meter radius. The data shall be used to compute the count of
vehicles in a wider area—e.g., 2 km road length. The attacker sends false ag-
gregate data instead of the data it computes using the data it receives from
its neighbors.

An attacker who controls two communicating vehicles can tunnel packets
broadcasted in one location to another, thus, disseminating wrong informa-
tion: they perform a Wormbhole attack on the VANet [I7]. For example the
attacker could tunnel traffic information messages from a vehicle in a crowded
zone to vehicles in another zone. This misleads traffic management application
which collects the information and broadcasts it to other vehicles.

Threats to devices

An attacker who aim to compromise the data used by a smart mobility appli-
cation (i.e., vehicle location, in-vehicle data, or VANets data) through (unau-
thorized) altering the behavior of the devices (GPS devices, ECUs, or OBU)
of a target vehicle, needs to either have physical access, or remote access to
the device. The description of the main threats ECUs and OBUs follows.

A malicious attacker that has physical access to a device can tamper the
device hardware by modifying or deactivating physical sensors, memories,
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and hardware functionalities. For example, an attacker changes circuits of a
device to extract sensitive data, such as, cryptographic keys.

A malicious attacker that has physical access to a device can tamper
the device software by modifying its firmware. For example, an attacker
modifies the firmware of a device to send false data to other vehicles.

A malicious attacker who has access to the devices of a target vehicle
could replace a device of the vehicle with a compromised device to, for
example, prevent it from working properly. For example, a mechanic—insider
attacker—replaces a night vision device of a military vehicle so it does not work
properly [I§].

A malicious attacker injects dummy messages or jam the communication
channel to stop the communication between a vehicle and other parties; and
prevent important messages from reaching the vehicle [I7]; that is, perform a
Denial of Service (DoS) attack. For example, a malicious attacker provokes
an accident and performs a DoS attack to prevent the appropriate deceleration
warnings from reaching other drivers; they create a cascade crash on the
highway [15].

A malicious attacker could inject messages to remotely control the ve-
hicle. For example, an attacker installs malicious code on OBU accessible
through cellular network and remotely start the vehicle.

An attacker could change the software installed on a device. They change
the device behavior by tampering the device firmware. For example, an
attacker can change the firmware of his OBU, so the vehicle does not send
speed exceeding a specified limit. The information is, for example, used by
the car insurance of the attacker to evaluate their driving behavior.

An attacker could perform an unauthorized over the air update of
the device by installing remotely their own software on the device. For in-
stance, a malicious attacker could attack the Over-the-Air (OTA) diagnostic
and firmware update procedure; they install their own software on the de-
vice [19].

Threats to identity and liability of vehicles

In the following we describe a set of threats to identity and liability of ve-
hicles. Members of VANets: vehicles and RSUs; members of in-vehicle net-
works: ECUs, GPS, and an OBU; members of WPAN: personal devices and
an OBU; members of cellular networks: Handheld Devices (HHD), SPs, and
SC, use identity information when communicating. Attackers may exploit the
information to perform attacks. In the following we describe the main threats.

A malicious attacker uses identity information of another vehicle to imper-
sonate (i.e., pretend to be) it [I7]; that is, perform a masquerade attack. For
example, a vehicle could impersonate another vehicle and sends information,
such as, its own location, to the fleet owner application.

A prankster or a malicious attacker could use multiple identities to deceive
the communicating parties; that is, perform a Sybil attack. For example, a
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malicious vehicle pretends to be multiple other vehicles. Reported data from
the vehicle appears to arrive from a large number of distinct vehicles, and
hence it is considered credible [20].

An attacker sends information to an entity; but, performs repudiation
attack: denies responsibility of sending specific messages in the case of a
probe. For example, an attacker sends emergency vehicle warnings, so they
could bypass other vehicles, but, deny the act in the case of a probe.

Threats to access control

An attacker could modify data or copy code of OBUs or ECUs: they perform
unauthorized access to data and code. For example, a malicious attacker,
who wants to reduce his insurance premium, could modify the aggregated data
collected and computed by the OBU of their vehicle, before sending them to
pay-as-you-drive insurance service.

Threats to privacy of vehicles and drivers

The main threats for the privacy of vehicles and drivers are location privacy
and driving behavior privacy. A snoop could perform a location privacy
attack through collecting time series data about the location of a vehicle. The
data could be obtained from messages the vehicle broadcasts in VANets, or
from messages the vehicle sends to SC through cellular network. For instance,
a competing company could spy on its competitor by tracking the location
of its vehicles. The information allows the company to extract information
about the customers of the competitor.

An attacker could violate the driving behavior privacy of a driver by
collecting time series data about the use of a driver of his vehicle, and use
the data to infer and extract private information. For example, the police gets
access to a database of in-vehicle data collected by an SC and extracts infor-
mation about drivers who have speed violations (a.k.a. big brother threat).

5 Taxonomy of security and privacy solutions for
connected vehicles

In the following we describe a set of solutions that we found in the literature
that address threats to connected vehicles.

5.1 Solutions to assure secure communication between parties

This subsection describes solutions for secure communication in in-vehicle
network, secure communication in VANets, secure communication between
vehicles and personal devices, and secure communication between vehicles
and SPs or SC.
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Solutions for secure communication in in-vehicle network

Wolf et al. [2I] propose to secure in-vehicle communications between ECUs
by a kind of hybrid encryption scheme, which combines symmetric and asym-
metric encryption. Thus, for efficiency reasons, communication authenticity
and confidentiality between ECUs can be ensured by a symmetric cipher to-
gether with a shared secret key. The secure distribution of the shared key to
new ECUs can be done by an asymmetric encryption scheme, which checks a
new ECU for validate certificates, for instance, before securely handing over
the key. In order to extend this scheme to different in-vehicle networks exe-
cuted in parallel (e.g., Controller Area Network (CAN) and Local Intercon-
nect Network (LIN)), it can make reuse of the central gateway, which already
translates the messages between different in-vehicle networks. Thus, the cen-
tral gateway handles also the decryption and re-encryption of messages of
different in-vehicle networks with different shared keys. Moreover, the central
gateway can also act as powerful entity for adding and removing new ECUs by
running the asymmetric ECU authentication. The security mechanisms they
propose—for secure communication—are:

e ECU authentication: Each ECU sends its certificate and identity informa-
tion to the gateway which authenticates the ECU; the gateway verifies
whether the certificate of the ECU is signed by an authorized Original
Equipment Manufacturer (OEM). An authenticated ECU receives a sym-
metric key, which it uses to encrypt messages it broadcasts in the in-vehicle
network.

o Message encryption: An ECU uses the symmetric key it gets from the
authentication process to communicate with other ECUs. It is not prac-
tical, and not safe, to use asymmetric encryption schemes to encrypt all
messages because of the time and capacity constraints of the in-vehicle
network. For example, a vehicle could crash with neighboring vehicles, if
the duration required for the break engine to receive the request from the
driver and decrypt it exceeds a safety delay.

o Gateway firewalls: The certificate of an ECU includes an authorization
code, used by the gateway of the in-vehicle network, to authorize the ECU
to communicate with ECUs from another bus network.

A first practical realization of the proposed scheme has been done by the
EVITA project(cf. [22]).

Bar-El [23] developed a framework for security services for in-vehicle net-
worlﬁ which consists of a set of modules installed on the ECUs and several
applications that use the modules. The Framework includes the following com-
ponents: a tool to generate and distribute session keyﬂ for ECUs; a library for
encrypting and authenticating messages exchanged between ECUs; a central

1 The authors use the term intra-vehicle network to refer to in-vehicle network.
12 Qession keys are symmetric keys shared by communicating parties and are valid
for a duration of the communication.
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secure storage for sensitive information; a library to assure that each ECU,
is (upon the boot) about to execute a code that was approved and intended
to be executed; and a tool to provide a trusted time. The applications that
are included in the framework are: secure ECUs code update enabler, secure
logging enabler, authorization enabler, theft prevention enabler, and secure
feature activation enabler.

Solutions for secure communication in VANets

In the following, we describe IEEE1609.2 standard [24] and research solu-
tions proposed for securing the communication between nodes of a VANet.
IEEE 1609.2 Standard addresses the threats to message eavesdropping, mod-
ification, and replay; and minimizes unauthorized identity disclosures. The
standard defines the format and processing of secure messages, and a digital
certificate (a document binding a public key to an entity described by the
identity information, such as, name and address) format to limit the use of
bandwidth.

The standard specifies 4 security and privacy services for the network and
applications that run over WAVE, which are:

e confidentiality—assuring that only the recipients of the massage can read
it;
authenticity—confirming of origin of the message;
integrity—assuring that the message has not been changed while in transit
between parties;

e anonymity—broadcasted message should not leak information to unautho-
rized recipients identifying the vehicle originating the messagesH

The standard recommends using Elliptic Curve Integrated Encryption
Scheme (ECIES) algorithm to encrypt messages exchanged between vehicles
and Elliptic Curve Digital Signature Algorithm (ECDSA) to sign the mes-
sagesE The minimum recommended size of encryption keys is 256 bits, of
signature keys is 224, and of the Certification Authority (CA) keys is 256 bits.
(CA is an entity that issues digital certificates. A digital certificate certifies the
ownership of a public and private key pair to the subject of the certificate) It
recommends the use of Advanced Encryption Standard (AES)-Counter with
Cipher Block Chaining Message Authentication Code (CBC-MAC) (CCM),
as a bulk encryption algorithm, for authenticating-then-encrypting messages
they exchange. The standard recommends minimizing exchange of data that
uniquely identify the recipient or would allow an unauthorized recipient to
identify the sender of the messages.

Now, we summarize some research solutions for secure communication
in VANets. Kargl et al. [25], Papadimitratos et al. [26], and Raya and

13 This definition of anonymity is specific to the standard.
14 Encryption assures confidentiality of messages. Digital signature assures integrity
and authenticity of messages.
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Hubaux [27, [I7] propose the use of digital certificate to assure integrity of mes-
sages and authenticate vehicles in the context of European research project
SeVeCom [28]. They propose secure group communicatio key bootstrap-
ping, and key revocation approaches. Secure communication approach assures
confidentiality of messages exchanged between a group of vehicles. Key boot-
strapping is the process of creating private keys and related digital certificate
for vehicles, and for setting up the vehicles with the keys and certificates. Key
revocation is the process of disabling the use of specified certificates.

Papadimitratos et al. [26] evaluate the security properties required by co-
operative driving applicationﬁ and found that most of the applications re-
quire authentication, and integrity, but not conﬁdentialityﬂ

Note that The European Telecommunications Standards Institute (ETSI)
is currently working on standards for protecting data exchanged between ve-
hicles, and between vehicles and RSUs in VANets[29).

Solution for secure communication between vehicles and personal
devices

An in-vehicle WPAN is composed of a set of personal devices (users’ short
range wireless devices) and an in-Vehicle Access Point (iVAP): a gateway
between the in-vehicle network and the personal devices. The iVAP could be
the OBU.

Mahmud and Shanker [2] propose an architecture for in-vehicle secure
WPAN and a mechanism for generating and distributing secret keys for per-
sonal devices. The in-vehicle secure WPAN is composed of a coordinator,
which is the iVAP, and personal devices. To join the network, a personal de-
vice D; registers with the iVAP using a trusted link (i.e., a man-in-the-middle
attacker cannot eavesdrop the link) which is either a peer-to-peer wired link,
e.g., Universal Serial Bus (USB), or Very Short Range (i.e., few centimeters)
Wireless (VSRW) link, e.g., IR and NFC. The key distribution approach is
adopted by NIST for distributing Bluetooth link keys in its revised guide for
Bluetooth security[30].

The iVAP prompts the user for the (authorization) password upon con-
necting a new personal device D; to the iVAP. If the authorization succeeds,
the iVAP generates n secret keyﬁ K;; and sends them to the device, which
stores them for future use. The iVAP (resp. personal device D;) maintains
a counter C; that stores the number of times it communicate with personal
device D;(resp. iVAP); that is, the number of communication sessions. Each

5 Secure group communication is communication between a group whose members
share a secret key, which they use to encrypt messages they exchange.

16 A cooperative driving application allows a set of vehicles, members of a VANet,
to coordinate their actions by exchanging data through a VANet.

17 Confidentiality is required by few applications; such as, platooning: vehicles follow
each other such that they do not collide.

'8 Value of n may depend on the memory of the device.
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time D; communicates with the iVAP, it uses the secret key K;;, where index
j is the value Cjy; then, it removes the key from its store. iVAP sends new n
secret keys to D; when they reach the n'" communication session. To revoke
a key k;j, iVAP needs only to remove it from its store.

Devices composing a WPAN, in most of the cases, communicate using
the Bluetooth technology. The two encryption algorithms supported by Blue-
tooth are: Eg and Advanced Encryption Standard-Counter with Cipher Block
Chaining Message Authentication Code (CBC-MAC) (AES-CCM) [31]. Note
that, Lu et al. found an attack that can recover the encryption key used by
algorithm Eq in 238 computations [32].

Solutions for secure communication between vehicles and service
centers

We describe in this subsection the use of Secure Sockets Layer (SSL) protocol
and use of Wireless Transport Layer Security (WTLS) protocol for communi-
cating vehicles with SCSE

We discuss in the following SSL [33] protocol. The protocol is used by
applications to assure secure transport communication between two entities.
It uses a reliable transport protocol, such as, Transport Control Protocol
(TCP) [34]. (A transport protocol is reliable if it assures ordering of received
messages, removing of duplicate messages, and preventing loss of messages.)
The protocol assures confidentiality, integrity, and authenticity of messages.
It has 4 sub-protocols:

e Handshake protocol: Two parties use the protocol to create a secure com-
munication session. It is a sequence of steps that allows a server and a
client to authenticate each other, to negotiate a cipher-spec., and to share
keys before sending or receiving data. The cipher-spec. lists the crypto-
graphic specifications that both parties agree on: key agreement algorithm,
symmetric encryption algorithm, Message Authentication Code (MAC) al-
gorithm, and length of the secret keys@

o Application data protocol: Application data are fragmented, compressed,
and protected using the encryption and MAC algorithms defined in the
current cipher-spec.

e Change cipher-spec. protocol: It signals a change of the cipher-spec. that
both parties will use; both parties could send a change cipher-spec. message
to notify the other party that subsequent messages will be protected under
the just-negotiated cipher-spec.

19 In this section we use mobile device to refer to OBU that has mobile device
communication and processing capabilities. The reason is that the work that we
refer to is about mobile device and not explicitly OBU; but, in general it applies
to OBU.

20 The reader may consult Katz and Lindell [31] for background on cryptography—if
needed.
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e Alert protocol: Tt signals a warning or error during the handshake and up
to the closure of the session. A party that sends a fatal error message to
its partner closes immediately the session, after sending this record. The
message gives a reason for the session closure. A party receiving a warning
message decides whether to close the session or the keep it.

OBU has limited bandwidth (rate of sending data), processing speed, and
memory size. The device shows a security processingjﬂ gap if the processing,
memory, and bandwidth capabilities of the OBU are smaller than the security
processing requirements [35]. Security processing gap causes loss of data that
the OBU is required to send to other parties, but does not.

There are several issues that limit the use of SSL by mobile devices. For
instance, SSL requires the use of a reliable transport protocol, such as, TCP;
however, mobile devices use also unreliable transport protocol User Data-
gram Protocol (UDP) for Short Message Service (SMS). Also, mobile devices
have limited bandwidth, and limited processing and memory capabilities. Fur-
thermore, there are restrictions on exporting and using strong cryptography
outside USA.

WTLS [36] protocol was created to address the issues related to the use of
SSL by mobile devices. The protocol is designed to provide confidentiality and
integrity of messages, and authentication of communicating applications [36].
The protocol specification is similar to SSL; it provides the same functionali-
ties and has the same sub-protocols: Handshake protocol, Application proto-
col, Change cipher-spec. protocol, and Alert protocol.

WTLS protocol addresses the issue of the need to support unreliable trans-
port protocol, such as, UDP. WTLS messages include the sequence number
mode and key refresh rate, in plain text. The sequence number mode indicates
the scheme used to communicate the sequence numbers (e.g., send in plain
text). The information is used by the receiving party to enforce reliability of
messages, if needed. The refresh rate indicates the frequency of updating the
cryptographic specifications used by the communicating parties.

The protocol addresses the issues of bandwidth, processing, and memory
limitations through the following measures: compress the application data,
use of a digital certificate format shorter than X509.x format [37[%?} truncate
the MAC of messages [38], use of weak cryptographic algorithms, and use of
short secret keys|[38].

Most of the changes to SSL made WTLS vulnerable to several attacks [3§].
For instance, the use of unauthenticated alert messages (messages sent through
the Alert protocol) allows truncation attack: remove arbitrary packets from
the data stream without the detection of the receiving party. Saarinen [39]
describes 8 possible attacks on WTLS protocol. Note that some of these at-

21 Security processing is computations for the purpose of security, such as, data
encryption and signature.
22 WTLS supports both its own digital certificate format and X509.x format [37].
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tacks are inherent to the protocol, while other are related to the use of weak
cryptographic algorithms, or use of short keys.

5.2 Solutions for detecting false data

We discuss in this subsection solutions for detecting malicious data, wormhole
attacks, and for secure data aggregation for VANets.

Detecting malicious data

Nodes use sensors to collect in-vehicle data and location data. They share the
information with their neighbors, which may propagate it to their neighbors.
Nodes collect data from their neighbors which could be somehow redundant@
Golle et al. [40] propose a model for detecting malicious data based on: as-
suming that data obtained from several source about a fact (e.g., the location
of a vehicle or his speed) is redundant; assuming that an attack involving few
malicious nodes is more likely than an attack that requires collision of a large
number of nodes; and use of physical rules, when available; such as, a node
can have only one location at a time.

Protection against wormhole attack

A wormhole attack on VANet causes a vehicle, member of a VANet, to use data
of vehicles that are not its neighbors. Su and Boppana [41] propose Neighbor
Verification by Overhearing (NEVO): a protocol for verifying the neighbors
of any vehicle. The protocol is a sequence of three messages between two
neighbor nodes i and j. First, node ¢ broadcasts a message probe query (PQ).
Second, after node j receives the PQ from node i, it rebroadcasts the message
as its probe forward (PF). Third, node j sends node i a probe reply (PR)
message, which contains the processing delay, 6. Next, node ¢ verifies if node
Jj is its neighbor; it checks if equation to, —tx; —d < 2R/s, holds, where t,p, is
the time delay for node 7 to overhear node j forwarding its own PQ message,
tz; is the transmission time for the forwarded message by node j, R is the
radio signal propagation range, and s, is the radio signal propagation speed.

There are two main issues with using NEVO protocol in VANet. First, the
solution assumes that the processing delay, d, is small compared to propaga-
tion and transmission delays. A node j could deceive node i by sending it a
false value for ¢ that passes the test, and not the true delay, which may not
pass the test. Second, the protocol does not consider the mobility of vehicles.
Vehicles mobility requires considering the time of taking the measurements
and the life time of the measurements.

23 The difference between the reported locations of a vehicle by two other vehicles
is smaller than an error margin.
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Shokri et al. [42] propose another protocol for verifying the neighbors of
any node of a network by verifying consistency of the information collected by
neighboring vehicles. The protocol consists of three phases. In the first phase,
ranging, every node of the network exchanges messages with its neighbors to
evaluate its own distance to its neighbors. It creates a neighbors table that
includes the computed distances.

In the second phase, neighbors table exchange, every node shares with
its neighbors its own neighbors table. Next, each node creates a table that
includes the distances between its neighbors, in addition to its own distance
to its neighbors.

In the third phase, link verification, each node A performs three consis-
tency tests to verify whether a reported neighbor is a true neighbor or not.
The first test, link symmetry test, uses the integrated neighbors table to test
whether the distance from node i to node j is similar to the distance from
node j to node z@ The second test, maximum range test, checks if the dis-
tance between two neighbors is less than the maximum range of the radio
transmission of vehicles. The third test, quadrilateral test, checks for every
neighbor B of a node A, if there are two nodes C' and D, such that, (A, B,
C, D) is a 4-clique (the four nodes are neighbors to each other), and is a
convex

This protocol has the same issue as the previous one; it does not consider
the mobility of vehicles.

Secure data aggregation for VANets

Several smart mobility applications, such as, co-operative detection of traffic
jams, require the collection of information from big set of vehicles, e.g., ve-
hicles running in a distance of 10 km. These applications require that each
vehicle aggregates the information it receives from its neighbors (combine the
information using an aggregation function; such as, average and sum) and
disseminates it in larger area [43]. However, the integrity of aggregated infor-
mation cannot be easily verified.

Dietzel et al. [43] propose an approach for secure aggregation, where each
vehicle strategically selects signed atomic reports (i.e., data that are not the
result of an aggregation function) from other vehicles and computes a trust
in the correctness of the aggregated data. First, the aggregate area is divided
into n squares. Then, the vehicle selects reports of vehicles located at the
borders of the aggregate area, and n reports, each is an arbitrary report of a
vehicle from each square. (The length of the sides of the squares, which defines

24 The similarity test considers an error threshold in checking the equality of the
computed distances.

25 Quadrilateral is a polygon with four edges and four vertices or corners. Quadrilat-
eral (A, B, C, D) is convex if the product of the cross products ( E X B? (B? X

C,'B C”l_)) X DA 'Z X ﬁ ) is positive.
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the number of squares n, affects the granularity of the aggregate data.) Next,
the reports are aggregated. The vehicle uses fuzzy reasoning [44] to compute
a value describing the quality of selected atomic reports. The output value is
a crisp value (e.g., very good, good, acceptable, bad, very bad) indicating the
trust of the vehicle in the aggregate value.

5.3 Solutions for tampering with devices

In the following we describe four solutions that address devices tampering
threats. The solutions are: use of devices that include a Hardware Security
Module (HSM), a virtualization platform for devices, a secure OTA firmware
update, and a solution for DoS attack on OBU. Note that there are several
other work that advocate the use of tamper resistance devices but did not
provide solutions, e.g., [45].

Use of devices that include hardware security module

The objective of project EVITA [46] is to design, verify, and prototype ar-
chitecture for in-vehicle network, such that, security-relevant components are
protected against tampering, and sensitive data are protected against com-
promise. The partners developed three HSMs [47]:

e full HSM protects high-performance ECUs (e.g., OBU, central gateway)
by providing a high-performance symmetric and asymmetric cryptographic
engine for efficient in-vehicle and VANet communications,

e medium HSM is forseen to protect some central multi-purpose ECUs (e.g.,
engine control, immobilizer) and hence is similar to full HSM except it has
less processing performance and does not have a hardware asymmetric
cryptographic engine,

e light HSM secures communication between small but critical ECUs, sen-
sors, and actuators of a vehicle (e.g., pedal sensors, brake actuators, GPS
or clock controller) through the use of a symmetric cryptographic engine.

The partners developed also software components for HSM and ECUs
and integrated their libraries with AUTOSAR. AUTOSAR is an open and
standardized automotive software architecture for ECUs used by automobile
manufacturers, suppliers and tool developers [48].

For secure update and regular verification of the device’s firmware (i.e.,
secure boot) and some limited counterfeit protection, there already exits a
cost-efficient automotive-capable Security Hardware Extension (SHE). SHE
is an official OEM-controlled specification[49] and is already available from
several dedicated semiconductor manufacturers.
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Over-the-Air firmware update

Companies managing smart mobility applications and vehicle manufacturers
use OTA firmware update to fix bugs and improve the functioning of their
software installed in OBUs and ECUs. Idrees et al. [50] propose a secure
protocol for OTA firmware update for the devices of a vehicle. The main
steps of the protocol are:

1. The service station remotely diagnoses the ECUs of the vehicle.

2. The service station sends a request for approving the updates of the
firmware of a set of ECUs to the owner of the vehicle human-machine
interface 29

3. For each ECU, the protocol terminates if the customer denies the request;
otherwise, it proceeds with the following steps:

a) The station switches the ECU from application mode to reprogram-
ming mode.

b) The service station requests from the OEM the key for decrypting the
firmware of the ECU and gets the key encrypted using the public key
of the ECU, which it forwards to the ECU.

¢) The ECU downloads the firmware, encrypted with the key that it
received from the OEM, from the service station in parts. The size of
each part does not exceed the maximum length of the messages of the
in-vehicle network.

d) The ECU verifies the authenticity of the ﬁrmwarem It proceeds with
installing the firmware, deleting the old firmware, and switching the
ECU back to application mode if the verification succeeds. It termi-
nates otherwise.

The protocol could be used by, for example, by service stations.

Protection against denial of service attack

IEEE 1609.2 standard proposes the use of ECDSA for signing messages ex-
changed between vehicles in VANet. However, the verification of a single
ECDSA signature requires 7ms of computation on the typical OBU proposed
by the standard [51]. Attacker can create and send invalid signatures in very
short time. We call arrival time, the average duration between the arrival of
two messages to the OBU, and processing time, the average time required by
the OBU to verify the signature of received messages. A DoS attacker could
exploit the difference between processing time and arrival time to compromise
the availability of the OBU: flood the OBU with invalid messages.

26 The human-machine interface could be for example a mobile phone, or a device
installed in the vehicle.

27 Tt checks if a computed ECU Configuration Register (ECR) (a signature of the
firmware) is equal to the reference ECR received from the OEM.
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Studer et al. [5I] propose a hybrid authentication mechanism named
VANET Authentication using Signature and TELSA++ (VAST). The mech-
anism uses digital signature algorithm ECDSA and TELSA++, an extension
for Timed Efficient Stream Loss-tolerant Authentication protocol (TELSA).
TELSA++ uses symmetric cryptography with delayed and periodic key disclo-
sure for authenticating messages. The signature could be used, when needed,
for non-repudiation of messages, e.g., in case the driver must be alerted about
the received message.

5.4 Solutions for vehicle identity and liability

Hubaux et al. propose Electronic License Plates (ELPs) [45] to identify vehi-
cles. An ELP could be a digital certificate granted by authorized governmental
agency. Example of use of ELPs includes paying toll roads: vehicles send their
ELPs and other required information to an automated toll collection system.
ELPs could also be used to authenticate vehicles in parkings.

Wolf [52] describes another general, holistic approach for designing, secur-
ing, implementing, and applying an ELP for various existing and upcoming
vehicular application scenarios.

5.5 Solution for access control

The project Open VEhiculaR SEcurE platform (OVERSEE) [53] develops
an open, standardized in-vehicle software and communication platform, which
enables sharing of the platform’s computing resources and its internal (e.g.,
in-vehicle network) and external communication capabilities (e.g., Wireless
fidelity (Wi-fi), cellular, VANet) for vehicular applications, while assuring
mutual isolation and strong access control of applications, platform resources,
services, communication interfaces, and data.

This approach empowers also third parties to develop, download and in-
stall vehicular applications, while OVERSEE ensures that such third party
applications cannot harm each other or any other in-vehicle IT system re-
gardless whether an application malfunction is caused by an application fail-
ure (IT safety) or an application vulnerability exploited trough a hacker or a
computer virus (IT security).

The underlying protection approach is based on virtualization together
with a strong access control mechanism and other central security function-
alities (e.g., encryption, digital signature), which in turn are protected by an
automotive-capable hardware security anchor (i.e., use of EVITA HSM).

5.6 Solutions for privacy protection

We describe in this subsection a set of solutions for protecting privacy of
vehicles in VANets and privacy of drivers whose data are collected by SCs.
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Privacy of vehicles in VANets

Several smart mobility applications require authenticating messages exchanged
between collaborating vehicles; such as, cooperative collision avoidance. Pa-
padimitratos et al. [26] propose message authentication using pseudonyms
(fictitious names used to perform a particular role) to protect their privacy,
instead of the identities of communicating vehicles. The description of the so-
lution follows. Fach vehicle generates a set of key pairs and sends the public
keys to a corresponding CA. The CA generates a pseudonym for each key
pair, signs each key pair, to produce certificates, and sends the certificates
to the vehicle. The vehicle uses the key pairs to authenticate its messages
sequentially. It uses one pair for a period of time, discards it, and uses the
next key pair. The vehicle, while using a set of certificates, can require the
next set of signed certificates from the CA. Changing pseudonyms makes it
difficult for an adversary to link messages from the same vehicles and track
its movements.

Privacy of drivers whose data are collected by service centers

Project Privacy Enabled Capability in Co-operative Systems and Safety
Applications (PRECIOSA)[54] aims to design an architecture for policy en-
forcement in Cooperative Intelligent Transport Systems (CITSs). The archi-
tecture protects privacy of drivers, whose data are collected and used by SCs.
Thus, a user associates with his data a set of policies for using the data. The
policy includes entities that access the data (i.e., processors), purposes of using
the data, retention period of data, and authorized operations—e.g., averaging,
summation, and atomic reading. Kargl et al. [55] developed a privacy-enforcing
runtime architecture for assuring enforcement of privacy policy in the trusted
domain (a domain composed of hosts that are trusted to enforce the policies.

Kung et al. [56] advocate privacy-by-design approach for protecting pri-
vacy of drivers and Vehicle@ The principles of privacy by design are:

e data minimization—the collection of personal data should be strict mini-
mum;

e privacy enforcement—the operations of applications that use the personal
data should provide maximum protection of data;

e transparency—the application should provide the stakeholders the way it

ensure protection of the private data.

The authors discuss also a software engineering process that implements
privacy-be-design principles.

Kost et al [57] propose the use of an ITS privacy ontologieﬂ to evaluate
privacy violations of a model, representing an ITS application. That is, check

28 The paper addresses ITS applications which, as we discussed in Section-
sec:overview includes connected vehicles.

29 An ontology is a representation of knowledge as a set of concepts and the rela-
tionships between them in a specific domain.
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the compliance of the model with privacy constraints—e.g., minimization of
the use, access, and collection of personal data.

6 Approaches for verifying the security properties of
connected vehicles

Manual verification of security and privacy solutions for a connected vehicle
is difficult because of the complexity of the network used by the vehicle. An
attacker, who could remotely connect to a vehicle-e.g., through a cellular
network—can inject messages in the in-vehicle bus (the link connecting the
vehicle’s ECUs) of the victims’ vehicle. They do not need to physically connect
to the in-vehicle bus to inject messages—a capability required to attack an
unconnected vehicle [5].

Verifying the security and privacy properties of a connected vehicle re-
quires the use of an automated mechanism. The only work on the sub-
ject that we found in the literature is Automated Verification of reAl Time
softwARe (AVATAR)[58]: an environment for modeling and verifying real-
time embedded systems. It is implemented by TTool [59]. TTool is an open
source, general purpose modeling language for systems engineering applica-
tions supporting the specification, analysis, design, verification, and valida-
tion of a broad range of complex systems, which may include hardware, soft-
ware, information, processes, personnel, and facilities. TTool supports Systems
Modeling Language (SysML) [60].

First, a user models the (to be verified) system using TTool. The model is
a set of SysML diagrams extended with annotations describing the implemen-
tation of the security solution and the security properties that the system shall
assure (e.g., a secret key is confidential and accessible to only communicating
parties, not the attacker).

Next, the user activates the security verification of the model-they click the
appropriate button of TTool. AVATAR uses the security verification toolkit
ProVerif [61]. TTool translates SysML diagrams, including the security prop-
erties, to the specification language of ProVerif. ProVerif verifies whether the
security property is satisfied or not. If a security requirement is not satisfied,
TTool provides traces that show how an attacker could exploit the system
and compromise the security property.

Pedroza et al.[I9] use AVATAR to verify Firmware Update (FU) proto-
col, developed by Idrees et al. [50]. They modeled the system using SysML
diagrams, specified the security properties, and verified several security re-
quirements including the confidentiality of the communication between the
OEM, source of firmware update, and the ECU destination of the update.
The experiment is a real use case of AVATAR.

Although AVATAR authors claim that it is intended to verify embedded
system, TTool has been used only to verify the security of protocols (e.g.,
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communication protocol, and key distribution protocol). ProVerif uses Dolev-
Yao [62] attack model which focuses on the security of the communication
between parties; Dolev-Yao attack model does not include attacks; such as,
controlling the behavior of one of the legitimate parties.

7 Summary

A connected vehicle is a vehicle whose ECUs communicate through an in-
vehicle network; and it communicates with neighboring vehicles and RSUs
through VANets, with personal devices through WPAN, and with SCs and SPs
through cellular network. An attacker on connected vehicles has more capabil-
ities to perform threats than an attacker on unconnected vehicles. Developing
security and privacy solutions for smart mobility applications (applications
that use information generated by vehicles; e.g., cooperative adaptive cruise
control) requires considering threats to the system that integrates in-vehicle
network, VANets, WPANSs, and cellular network.

This work proposes a taxonomy for security and privacy aspects of con-
nected vehicles, which are: security of communication links, data validity,
security of devices, identity and liability, access control, and privacy of drivers
and vehicles. It describes and classifies—based on the taxonomy-the threats
to connected vehicles, describes and classifies the solutions proposed in the
literature that address the threats, and reports on the only approach (that
we found in the literature) for verifying security and privacy in connected
vehicles.

The goal of the survey is to provide security architects of smart mobility
applications with an initial repository of threats to connected vehicles and
solutions that mitigate the threats. We believe that, currently, there are no
”strong” solutions for verifying the security and privacy architecture of smart
mobility applications.
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